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Introduction

1. This paper is an initial response to the Regulation of Investigatory Powers Bill (RIP Bill), which was published on the 10th February 2000
.

2. The starting point for this paper is the AEB’s response to the Government’s consultation process on ‘Interception of Communications in the UK’ (June 1999), dated 13 August 1999. In general the comments and sentiments expressed in the August paper continue to be applicable and this paper does not intend to reiterate the points made.

3. The RIP is divided into five substantive parts:

· The regime governing the interception of communications (Pt. I, Chap. I);

· the acquisition and disclosure of communications data (Pt. I, Chap. II);

· surveillance and covert human intelligence sources (Pt. II);

· access to protected electronic data (Pt. III), and

· the scrutiny regime (Pt. IV).

This analysis does not consider Part II of the Bill concerning ‘Surveillance and covert human intelligence sources’ or Part IV concerning the scrutiny regime, since these aspects are not considered to raise issues that impact directly on e-commerce. 

4. The first part of this paper reflects on the extent to which the Bill addresses the concerns raised in the AEB’s response. The second part considers Part III of the Bill, which concerns the investigation of electronic data protected by encryption. This issue was initially addressed in the Government’s draft Electronic Communications Bill (June 1999) before being moved into the RIP Bill.

Part I

Definitions

Interception

5. The AEB expressed concern that the term ‘interception’ should be clearly defined and limited in scope to ensure that the concept could not used in application to types of data not normally considered within the scope of an interception regime, such as data already received. The meaning of ‘interception’ is addressed in considerable detail in s. 2(2)-(10) and includes the act of monitoring transmissions made over the system. The AEB welcomes its narrowly defined scope.

Private telecommunication system

6. The concept of a ‘private telecommunication system’ does not extend to all business networks. To qualify, the system must be “attached, directly and indirectly” to a public telecommunications system using apparatus. An example of a system considered to fall outside this definition, given in the Explanatory Notes, is a “secure office intranet” (para. 27). This would seem an unfortunate example as most intranets are usually connected, at some point, indirectly to the public Internet. In addition, whilst a system may be logically or virtually ‘self-standing’, from a technical perspective it may be carried on network infrastructure which does contain connections to a public telecommunications system. AEB members would welcome clarification on the nature of the distinction being made.

7. The Bill would seem to establish no protective regime against the interception of communications carried over ‘self-standing systems’. Where such systems are operated by, or on behalf of, public authorities, such a limitation would not seem to fully comply with the obligations imposed by the Halford decision.

Monitoring for business purposes

8.
AEB members have a number of legitimate reasons why they may need to monitor communications undertaken by their employees and with their customers. Under IOCA, such monitoring generally fell outside the scope of the Act, since the monitoring occurred upon private rather than public networks. The RIP Bill extends the scope of protection against interception to both public and private networks, as required by the European Court of Human Rights in Halford v United Kingdom (1997). AEB members must be concerned, therefore, that such an extension of scope will not unnecessarily interfere with any existing monitoring practices.

9.
The Bill addresses the issue of business monitoring under a number of separate provisions:

· s. 1(3) - Creates a tort of unlawful interception on a ‘private telecommunication system’ that is committed by, or behalf of, a person “having the right to control the operation” of the system. An action can be brought either by the sender, recipient or intended recipient. To be lawful, the person having control would seem to need to be acting within the terms of either s. 3(1) or regulations made under s. 4(2) - see below. 

However, s. 1(6) excludes interception in the course of transmission by means of a ‘private telecommunication system’ from potential criminal liability, if the interception was made by, or behalf of, a person “having the right to control the operation” of the system. AEB members can welcome the removal of potential criminal liability when a business monitors its internal private communications networks (see AEB consultation response, para. 10.9). 

· s. 3(1) - Permits interception where the intercepting party has reasonable ground for believing that both the sender and recipient of the communication have consented to the interception. Consent is not defined under the Bill, but can be expected to include both implied and express consent. Obtaining consent from employees and customers may be an issue for AEB members and more detailed guidance on how this provision is intended to operate is required. However, experience in the context of data protection compliance should provide some useful guidance with respect to the nature of consent.

· s. 4(2) - Gives the Secretary of State the power to issue regulations to authorise conduct which he considers to be legitimate practice required for the purpose of:

“monitoring or keeping a record of -

(a) communications by means of which transactions are entered into in the course of that business; or

(b) other communications relating to that business or taking place in the course of its being carried on.

This provision is designed to reflect Article 5 of Directive 97/66/EC concerning data protection and telecommunications. The need for such regulations in terms of legitimising many commercial practices and avoiding potential tortious liability means that AEB members will be concerned to know the extent to which the Home Office has already began drafting such regulations.

10.
Overall, taken together the provisions would seem to reflect the legitimate needs and interests of business to monitor certain communications activities. However, concern may be expressed that insufficient detail is currently present to allow AEB members to fully comprehend the extent of their right to engage in monitoring.

Intercept capability

Scope

11.
Under s. 12, the Secretary of State has the power to issue regulations imposing obligations upon those providing ‘public telecommunication services’ to provide for the capability to assist those exercising interception warrants. 

12. In our response to the consultation paper, concern was expressed about the potential scope of this proposed obligation since the term used in the consultation paper was ‘publicly available communication services’ (see paras. 5.1-5.7). It is recognised that the terminology adopted in the Bill reflects that present in existing UK telecommunications law which, in turn, reflects the definitions imposed under European directives. Whilst existing definitions may be criticised as insufficiently clear and robust, the term ‘public telecommunications services’ would seem to exclude those types of operators detailed in the AEB response (see para. 5.4).

13. The process of imposing an intercept capability upon persons providing ‘public telecommunications services’ will require two distinct steps. First, the Secretary of State will issue a general order describing “in general terms the kind of intercept capability which they may be required to provide” (EN, para. 110). Then the Secretary of State will issue individual notices to each provider detailing the nature of the ‘practical capability’ to be achieved (s. 12(3)). The potential benefit of such an approach is that the requirements can be tailored to the specific situation of each provider, eg. a small regional ISP can have more limited obligations than a large national Internet backbone provider. However, such a system would also seem to lack any transparency, since there appears to be no requirement to publish such notices
. A non-transparent system could potentially distort the market for the provision of such services in the UK, since small ISPs may be viewed as less capable of allowing interception of a subscriber’s communications. AEB members require that any imposition of differential requirements to implement intercept capability should be made transparent.

14. When the Secretary of State issues an order, he is required to consult with those ‘persons’ subject to the obligations (s. 12(6)). However, no process of consultation is required prior to the issuance of an individual notice. This would seem to be unsatisfactory, since providers can only submit meaningful responses to a consultation exercise when they have a clear idea of the actual implications for their specific business. The Government should incorporate a two-part consultation process.

15. The notice detailing the ‘practical capability’ required by the provider will also address the extent to which a provider can ensure the ‘security and confidentiality’ of any matter relating to the interception. This presumably includes the internal procedures, including staff policies, that a provider will be expected to implement. Reiterating the point made at 13. above, a concern exists that substantial obligations may be imposed upon an individual provider will little prior consultation or transparency.

Cost

16.
The AEB also represents companies that are recognised as providers of ‘public telecommunication services’, such as BT and Internet service providers. In this respect, the AEB continues to have serious reservations about the cost of complying with any proposed regulations concerning the implementation of intercept capability. As was indicated in a number of responses to the Consultation Paper (eg. Demon Internet), this cost may be very significant and, if it were to fully fall upon individual service providers, would be reflected in increased costs to those subscribing to such services. Such a scenario can hardly be considered to facilitating the growth of electronic commerce in the UK. Indeed, UK service providers may be significantly disadvantaged with respect to their competitors operating from jurisdictions that do not impose such obligations. 

17.
Under the Bill, s. 13, it is provided that the Secretary of State ‘may, if he thinks fit’ make payments to service providers required to meet any capability obligations which would represent ‘an appropriate contribution to towards the costs incurred’. The sentiment contained in this provision provides businesses, particularly SMEs, with scant comfort in respect of the issue of costs. In contrast, in the United States, the government recently announced that it will meet the costs imposed upon operators to comply with the Communications Assistance for Law Enforcement Act. 

18.
The AEB would welcome a clear commitment from Government to fund the costs arising directly from the obligation imposed on providers of public telecommunications services to implement and maintain an interception capability in accordance with any regulations.

Communications data

19.
Communications data includes any address or related data required for the purpose of transmitting data; data relating to the use of the service, other than the content itself (eg. ‘metering’
 data), and any other information held or obtained by the service provider about the person using the service (s. 20(4)). Such data falls outside the ‘interception’ regime, although it is generally recognised that communications data is often of greater importance to investigators than the content of the communications themselves.

20.
Under Chapter II of the RIP Bill, a ‘designated person’ (to be prescribed by the Secretary of State) within a designated (or prescribed) public authority may grant authorisation to obtain such communications data from any person providing a postal or telecommunications service. A disclosure made in compliance with such an authorised request would be lawful (s. 20(2)-(3)). These provisions would effectively replace the current system, under the Data Protection Act 1998
, whereby communication providers provide the police with a subscriber’s details upon receipt of an appropriately authorised request. The current system is voluntary, informal and generally perceived by both law enforcement agencies and providers as unsatisfactory, therefore the proposed clarifying codification is to be welcomed.  

21. The obligation to provide communications data to authorised persons is not limited to providers of ‘public telecommunication services’, but to any ‘telecommunications operator’ (s. 24(1)) providing a ‘telecommunications service’ (s. 2(1)). These provisions would therefore seem to extend to ‘self-standing systems’, such as a LAN, which is neither a public nor private telecommunications system. This formulation seems unnecessarily broad, confusing and needs to be clarified.

22.
In addition, the regime for the obtaining of such data appears extremely broad in application, eg. such data may be requested for the purpose of preventing any form of crime, rather than serious crime (s. 21(2)(b)). In addition, the regime is subject to less stringent procedural protections than those provided for under the interception regime
. Further controls need to be introduced into the Bill to ensure that unreasonable burdens are not placed upon the broad range of commercial entities against whom the provisions seem to apply.

23. The reference in the definition of ‘communications data’ to any information “that is held or obtained, in relation to the persons to whom he provides the service” (s. 20(4)(c)) would seem to be unnecessarily wide. For example, a third-party outsourced systems provider may hold all the personnel files on a particular employee of the customer which would be accessible under these provisions.  

24.
Finally, as with the issue of intercept capability, the Bill provides that the Secretary of State has an option to contribute to the costs incurred by an operator in compliance with a notice (s. 23). AEB members have serious concerns that such discretionary payments may be used as a mechanism to push individual companies to compromise their and their customers interests.

Part II

Investigation of electronic data protected by encryption etc.

25.
Part III of the RIP Bill was initially intended by the Government to be part of the Electronic Communications Bill. Its removal from the latter was warmly welcomed by the AEB in terms of ensuring that the Electronic Communications Bill was seen as a measure designed to facilitate electronic commerce. 

26. Part III grants those persons detailed in Schedule 1 the power to require, upon notice, the disclosure of a ‘decryption key’ where it is necessary in the interests of national security, the prevention and detection of crime and in the interests of UK economic well-being (s. 46(3)). 

27. The power is not applicable against cryptographic keys that are only “intended to be used” for the purpose of generating electronic signatures and have not been used for any other purpose (s. 46(6)). The nature of this limitation is to be welcomed by AEB members, although what burdens will be placed upon an entity to prove such a proposition requires clarification for the limitation to be meaningful. 

28.
Two criminal offences are established under this Part. It is an offence to refuse to deliver the key to the requesting person (s. 49). However, a person has the possibility to provide the information in intelligible form, rather than disclose the key itself (s. 47(2)). This qualification is welcomed by AEB members. The second offence is committed where a person discloses to another details of any notice that has been issued, referred to as ‘tipping-off’ (s. 50(3)). 

29.
These provisions have been the subject of a considerable amount of controversy. In particular, earlier versions of the provisions have been seen as incompatible with the European Convention on Human Rights
. It is beyond the scope of this paper to discuss the merits of such claims. In addition, considerable debate exists amongst technical specialists in the field as to the ability of such provisions to meet their stated objectives. Again, such claims are beyond the scope of this analysis, but shall be addressed by other interest sections of the AEB.

30.
However, AEB members do have significant concerns that the Part III provisions are drafted in such a way that they make compliance potentially extremely difficult in an e-commerce environment, thereby giving rise to an increased risk that an organisation may unwittingly commit a criminal offence. Various grounds for defence are detailed in the Bill; however, the provisions seem to place an unreasonable burden upon the party upon whom the notice has been served to prove that compliance is impossible. Overall, these provisions may discourage companies from establishing their e-commerce operations in the UK.

31.
Another issue that would seem of direct relevance to AEB members concerns the obligations placed upon any person to whom a decryption key has been disclosed. The Bill states that any use or retention of the key must be proportionate to the required purpose; that all copies of the key are destroyed as soon as it is no longer required, and the number of persons and copies of the key are kept to the minimum necessary to enable the information to be decrypted (s. 51(2)). However, AEB members have legitimate concerns that appropriate procedures should be laid down for the handling of disclosed keys due to the potential risks that may arise from any unauthorised disclosure.

Concluding observations

32.
To the extent that the Government has taken into account the concerns of AEB members, such as the removal of criminal liability for business monitoring, the AEB welcomes those aspects of the Bill.

33.
However, as discussed above, the RIP Bill contains a number of provisions that will have a direct impact on the commercial practices and procedures of AEB members. Such measures will also give rise to additional costs being incurred. To ensure that the Government’s stated objective on making the UK the best environment for electronic commerce is met, any additional burdens placed upon companies should be minimised and clearly justified on necessary and proportionate terms. 

34.
Clarification of the potential impact of some of the Bill’s provisions can not be adequately evaluated in the absence of the required secondary legislation. Such a lack of detail requires AEB to have faith that the Government will fully consult with its members at the appropriate time and take its interests on board. It is unfortunate that the Government has chosen not to provide significantly more information about the detail underlying its proposals, perhaps through draft regulations.

35.
The AEB intends to approach the Government on the issues raised in this paper and will seek to ensure that the interests of its members continue to be adequately represented during the Bill’s passage and its eventual implementation.

� The Bill is accompanied by an Explanatory Notes (EN).


� A notice may be accessible under the Freedom of Information Bill.


� See Malone v United Kingdom (1985) 7 EHRR 14. Where the court held that the use of communications data can give rise to a breach of Art. 8 (see para. 84).


� Section 29(3), previously s. 28(3) under the Data Protection Act 1984.


� Conduct authorised under these provisions is within the supervisory jurisdiction of the Tribunal: s. 56(5)(c).


� See ‘In the matter of the draft Electronic Communications Bill and in the matter of a human rights audit for Justice and FIPR’ Jack Beatson QC and Tim Eicke, 7 October 1999.





