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Alliance for Electronic Business (AEB)
 Response to the DTI Consultation Paper on Draft Lawful Business Practice Regulations under the Regulation of Investigatory Powers Act 2000.

1.
Bearing in mind the constraints of the Directive, do you agree with the scope of the Regulations?

No, the Regulations, as currently drafted would seriously impact the ability of organisations to conduct their business by means of electronic communications such as e-mail or voice mail. The Regulations are too narrow in scope. For instance, in a situation where one member of a department is out of the office or unavailable, the current texts would seem to prevent other members of the department accessing their colleague’s e-mail or voice mail in order to allow day to day business to continue. 

The Act and the Regulations taken together would deny businesses day-to-day access to their own correspondence when conducted electronically by means of e-mail or voice mail sent to and from the business mail boxes of individual employees. Clarification is required as to whether the position is different when the e-mail address makes it reasonably obvious that the addressee is a business. The same applies to a voice mailbox that carries the business telephone number.

The AEB finds it hard to believe that the government intends the Act and the Regulations to have this startling consequence. 

Article 5 of the Directive refers to a ‘public telecommunications network’ and ‘publicly available telecommunications services’.  It does not appear to cover communications once they  have arrived on a private network, from  a public telecoms network. For private telecoms networks therefore, the discretion of the Secretary of State to make regulations under the Act is not constrained by the Directive. 

The AEB believes that an alternative approach should be taken, whereby the Regulations state that all conduct related to legitimate business activities such as monitoring, archiving and accessing relevant communications is permitted, save for such specifically excluded practices that may be defined in the Regulations, without any requirement for consent.

2.
Do you agree that business should gain the consent of callers before making interception for purposes such as quality control, staff training, marketing or market research?

No. Moreover, this question seems to be aimed at purely telephone calls where warnings of this kind are possible. E-mail does not lend itself to similar procedures. In addition, implementing such a procedure would severely impact every method of communication. It would seem to imply that, for example, every single time a ‘caller’ would call, send an e-mail, facsimile or leave a voice mail, they would first have to agree that the communication might be  monitored. For many types of electronic communications, this will be difficult, even impossible. 

3.
Do you agree that appropriate charities should be authorised to accept communications on their help lines without the consent of callers? 

Businesses, like charities have legitimate reasons to monitor and support their employees. In these circumstances, we do not see that charities are a ‘special case’.

4.
Do you agree with the Government’s approach to the drafting of the Regulations?
No. They do not have sufficient regard to the flexibility required by business to have proper access to its own e-mail, voicemail and Internet communications sent to and by their employees. As previously suggested, the Regulations should permit all practices not specifically prohibited, without any requirement for consent. 

An unrealistic short four-week consultation period taking place during the August holiday period has also raised serious concerns about the Government’s approach to the drafting of the Regulations. 

5.
Do you consider that industry guidelines should be developed to provide for clarification of the Regulations? If so, which bodies should be chiefly involved?

We are not sure what the legal effect, if any, of such industry guidelines would be, as neither the RIP Act nor the Regulations appear to make any reference to guidelines. Moreover, different guidelines for different industries would raise obvious problems where businesses do not fall singly into one of the relevant industries. The AEB is not in favour of industry guidelines. The Regulations should stand-alone providing clarity and legal certainty. 

Regarding Regulation 3(2) (c), we are most concerned about how ‘reasonable’ may be interpreted, particularly as it appears to require the intercepting business to inform all senders as well as recipients that interception may or will occur. This is totally impractical and indeed impossible within the current context of e-mail operational and technical structure.  To provide greater certainty, the regulations should specifically acknowledge that individual notice to a sender or recipient is not required in circumstances where such notice is impractical or impossible to provide.

6.
Do you consider that the Regulations take sufficient account of the need to protect the confidentiality of communications and the right to privacy?

The Regulations do not take sufficient account of the essential right of businesses to own and effectively manage their information and correspondence. The Regulations will hamper normal business activities by preventing businesses from accessing their own electronic information and correspondence in the normal course of their business activities. Concerns about privacy of employee communications are adequately met by the Data Protection Act 1998, under which the Data Protection Commissioner will shortly be issuing for consultation a proposed Code of Practice on the use of employee data.

As a result, the Regulations could well cause/force businesses to take the very draconian step of banning all personal e-mail.

7.
Do you agree with the broad conclusions of the regulatory impact assessment that businesses should not incur significant costs as a result of the Regulations? What do you consider the compliance costs of implementing the Regulations will be? 

We disagree that the impact of the Regulations should be seen as a separate issue to the impact of the RIP Act; they should be taken together. 

The draft regulatory impact assessment (para 6) seems to assume that the only real impact will be on businesses such as call centres and IT suppliers with large ‘helpline’ operations.  In fact every business, large or small, that uses e-mail, voicemail or other electronic communications will be affected by the Act and Regulations as currently drafted. 

As presently drafted, the impact of the RIP Act and the Regulations are likely to be significant. This will apply both to direct and indirect costs, and inconvenience as business has to adapt its procedures to permit the access it has been accustomed to in the past, and which is necessary for businesses to continue efficient operation.  

8.
Do you agree with the broad conclusions of the regulatory impact assessment that small businesses should not incur significant costs as a result of the Regulations? What do you consider the compliance costs of implementing the Regulations will be?

See answer to Question 7 (above)

Finally, we would like to ensure that once these final draft Regulations are published, they ensure a neutral stance on ‘outsourcing’.
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� The Alliance for Electronic Business comprises of: CBI, CSSA, DMA, e centreUK and the FEI.
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