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FOREWORD

In the last six months, this Government has been moving vigorously ahead to make
Britain the best place in the world to do business electronically. This Paper sets out the
Government’s response to the Report from the House of Commons Trade and Industry
Committee on our legislative proposals and contains the draft of the Electronic
Communications Bill itself. I do hope you will take the opportunity to read and comment
on the draft Bill before we introduce it into Parliament.

The Bill is one of a series of measures we have taken since January to accelerate the
adoption of electronic commerce in the United Kingdom. These include licensing new
radio spectrum for broadband wireless services; opening up BT’s local network for
broadband services; the introduction of the third generation of mobile phones, giving
mobile access to the Internet. These measures will enable us to lead the world in
Broadband access.

The Electronic Communications Bill will help to create confidence in the use of
electronic communications between businesses and their customers. It will create a legal
framework for the use of electronic signatures so that people can be sure about the origin
and integrity of communications. It will help to facilitate electronic government by
removing legal obstacles so that people and businesses can, if they prefer, communicate
with Government electronically rather than on paper. It allows trust to be placed in the
providers of cryptography services by introducing a voluntary “approvals” scheme and it
also helps prevent the Government’s existing law enforcement powers being eroded
through the criminal use of encryption; without requiring the storage of decryption keys
with third parties. Finally, it simplifies the process under which existing
Telecommunication Act licences can be amended.

The legislation we propose will play a positive and important role in the Information Age
which is affecting all our lives.

M2 — | LiaWg

Michael Wills MP
Parliamentary Under Secretary of State for
Small Firms, Trade and Industry
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PARTI

THE CONSULTATION DOCUMENT AND
THE GOVERNMENT’S RESPONSE TO THE TRADE AND
INDUSTRY COMMITTEE’S REPORT

Introduction

1. This Command Paper invites comment on the Government’s proposals for an
Electronic Communications Bill set out in Part II. It also sets out the Government’s
response to the recommendations contained in the Trade and Industry Committee’s
Report! on the Government’s previous consultation document?.

2. The Government welcomes the Committee’s Report. It, and the other responses to
the consultation document launched in March 1999, have contributed to the measures set
out in the draft Bill.

3. The Committee restricted its report to the issues raised by that consultation
document, and we have followed this approach in this document. The Government looks
forward to the Committee’s further report in which it intends to deal with broader issues
concerning electronic commerce.

Recent Developments

4. Since the Government gave evidence to the Select Committee and the publication
of the Committee’s Report there have been a number of developments, which the
Government would like to highlight:

a)  The Government received 252 responses to its Building Confidence in Electronic
Commerce consultation document. The DTI has separately published a summary?, by
independent consultants, of the responses to the consultation.

b) The Government is now consulting on the draft Electronic Communications Bill.
The draft Bill takes into account the responses to the consultation process, the Select
Committee’s Report and discussions with interested parties over the last few months. It
forms a key part of the Government’s strategy for making the UK the best place in the
world to do electronic business, by starting the process of modernising the law and
creating a climate in which electronic business can be conducted with confidence.

c) In parallel with the previous consultation the Prime Minister asked the Cabinet
Office Performance and Innovation Unit (PIU) to consider encryption, e-commerce and
law enforcement. A task force was established and a Report* outlining their main findings
was published on 26 May. As a result of this report, the Government has confirmed that
there will be no mandatory link between key escrow and the approvals system introduced
by the Electronic Communications Bill.

d) The Government has decided not to introduce, in legislation, a rebuttable
presumption of legal recognition for electronic signatures. Instead, the Government
proposes to make it clear that all types of electronic signatures will be legally admissible
in Court.

www.parliament.uk/commons/selcom/t&ihome.html

www.dti.gov.uk/cii/elec/elec_com.html

The summary is available at www.dti.gov.uk/cii/elec/conrep.htm

Copies of the responses themselves are available for viewing by appointment at the DTI Library, Lower
Ground Floor, 1 Victoria Street, London SW1H OET. Please telephone William LeSadd on 020 7215 6699
for further details. Some respondents have also made their contributions available electronically on the
world wide web.

www.cabinet-office.gov.uk/innovation/1999/encryption/index.html
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e)  The Government has decided that the liability of Trust Service Providers (TSPs),
both to their customers and to parties relying on their certificates, is best left to existing
law and to providers’ and customers’ contractual arrangements.

f) The Government sees the availability of high-quality cryptographic services as an
important building block to meeting its goal of building confidence in electronic
commerce. The previous consultation document set out the intention to introduce a
statutory, but voluntary, licensing scheme for Trust Service Providers. Given the
Government’s decision not to offer statutory privileges as an incentive for the statutory
scheme, and its voluntary nature, the Government has decided that the scheme is best
described as an “approvals regime”. The Government believes that a voluntary
approvals scheme will provide customers with an assurance of high standards and a
means of redress when things go wrong.

g) The Government’s earlier consultation paper also sought views on whether it
should take any measures to regulate unsolicited email (“spam™). The majority opinion
was to allow the industry to take effective voluntary measures, but that the Government
should keep a watching brief and be ready to take legislative action if necessary. The
Government has decided to follow this approach and work with industry and rely on
existing measures. The EU Distance Selling Directive (97/7/EC) contains provisions
requiring Member States to enable consumers to register their objection to receiving
unsolicited emails sent for the purpose of distance selling, and to have their objections
respected. The Directive does not apply to business-to-business transactions and certain
contracts are excluded, including those related to financial services (subject of a separate
EU proposal). The Directive has to be implemented by 4 June 2000, and DTI plan to
consult on its implementation later in the summer.

h) The Government also sought views on whether it should introduce any other
legislative measures to promote electronic commerce. It has decided not to do so in this
draft Bill. However, the Government looks forward to any further suggestions that may
arise in response to this consultation, in the Performance and Innovation Unit’s broader
e-commerce study and in the Committee’s next report.

Consultation

5. We invite comments by Friday 8 October. It may not be possible to take into
account responses received after this. Any comments should be sent in writing to
Stephen de Souza either by electronic mail (preferably in Word 6.0 or text format) to:

X.400 address: ~ S=ecbill O=DTI OU1=CIID P=HMG DTI

A=Gold 400 C=GB

internet address: ecbill@ciid.dti.gov.uk
or to:

Communications and Information Industries Directorate

Department of Trade and Industry

Room 220, 151 Buckingham Palace Road

London SW1W 9SS
It would be helpful if those responding could clearly state who they are and, where
relevant, who they represent. Should you wish any part (or all) of your comments to be
treated in confidence, you should make this clear in any electronic mail or papers you
send. In the absence of such an instruction, submissions will be assumed to be open, and
will be copied to the Trade and Industry Committee; they may also be shared with others
or published by Ministers, or placed in the Libraries of the Houses of Parliament.




Response to the Trade and Industry Committee’s Recommendations

Paragraph 7 The Government’s proposals to facilitate trust in electronic commerce
must not interfere with existing, and often long-standing, electronic commerce
relationships.

6.  The Government accepts this in full. The previous consultation document made it
clear that the Government does not intend to interfere with existing commercial
relationships. The Government recognises that many businesses, ranging from banks to
manufacturers, have been successfully carrying out electronic business, usually in closed
user groups, for many years. The Government believes that the increasing use of open
networks, such as the internet, is making electronic business easier, cheaper and more
accessible, bringing its benefits to wider markets, including consumers. The Government
believes that the draft Bill will facilitate electronic commerce, including in existing
relationships, by clarifying the legal admissibility of electronic signatures.

Paragraph 8 The Government’s proposals are tied, perhaps unduly, to the creation of a
regulatory regime based on one particular technology — public-key cryptography — and
a specific market model, which, although they could be considered attractive at present,
may not be optimal bases for electronic commerce carried out over the internet in the
future.

7. The Government is committed to a technology neutral Bill. The draft Bill
published today is intended to promote the provision of cryptography services and
electronic commerce. Although many Trust Service Providers (TSPs) may well base their
services on public key cryptography, there is no reason why other technologies (e.g.
biometrics) could not be used by approved TSPs. The Government consulted on how
alternative business models should fit into the approvals regime. Although there were
few specific responses on this, the Government believes that varying business models will
develop and that it is impossible to predict which are likely to succeed. The approvals
regime needs to be flexible and responsive enough to accommodate this, which is why the
draft Bill leaves the detail of the statutory regime to secondary legislation.

Paragraph 25 In order to help the UK become the best environment in which to trade
electronically by 2002, the Government should keep a close eye on international
electronic commerce policy developments and adopt best practice from elsewhere when
appropriate.

8. Electronic commerce is inherently global and the Government takes this into
account in formulating policy, and recognised this in drawing up the previous
consultation document. The international picture is complex. Our approach is based on
trying to move quickly where there is reasonable international consensus, but not striking
out unilaterally against the current of global e-commerce.

9. A good example of the above is the leading role the UK has taken in both EU and
OECD discussions on cryptography. On the former the DTT helped ensure a compromise
was reached which balanced the important security requirements relating to the
generation of electronic signatures with the need to encourage an open and flexible
market. In the OECD the DTT is working to establish a framework which recognises the
importance of global compatibility between national and regional initiatives on
authentication. The UK is one of the key players in forming the international agenda,
particularly within Europe and has developed models such as for dealing with illegal
content on the internet that have been adopted around the world.



10.  The draft Bill is an important part of the Government’s policy to create in the UK
the best environment worldwide in which to trade electronically by 2002. Overall the
draft Bill builds on the draft EU Electronic Signatures Directive, is consistent with the
1997 OECD Cryptography Guidelines and goes some way towards implementing the
provisions (e.g. Article 5) of the UNCITRAL Model Law on Electronic Commerce.

Paragraph 34 Notwithstanding legitimate reasons for delay, we are concerned at the
time it has taken the present Government to establish and implement a cryptography
policy. It is our perception that inadequate political control has been exercised over the
development and determination of cryptography policy. The policy agenda has been
allowed to drift for too long. It is imperative that Ministers take a firm grip of the issues
from now on.

11. The speed of computers doubles every 18 months. Recent years have seen an
explosive growth in the numbers of people connected to the internet, allowing complex
data to be exchanged almost instantaneously over thousands of miles. This phenomenon
is having a significant economic impact and will impact on society itself, often in
unpredictable ways. The Government needs to take account of the interests of society as
a whole: policy on electronic commerce needs to take account of broader issues, such as
privacy and law enforcement. Against this background, Governments around the world
have tried to formulate policies which capture the benefits and mitigate the potential
downside. No Government has found it easy either to formulate or implement policy in
this area.

12.  Nevertheless, the Government has not been slow to rise to the challenge. The UK
has played a leading role in the debate. The UK was the first country in Europe to
recognise the need to deal with both authentication and confidentiality issues in a single
framework, because the same technology underpins both kinds of service. Policy on
cryptography and e-commerce more broadly has been driven at the highest levels
politically. The Government rejects the Committee’s suggestion that inadequate political
control has been exercised over the development and determination of cryptographic
policy:

° The Government’s cryptography policy was launched within a year of the
General Election by Mrs Barbara Roche MP in April 1998 when she
announced the Government’s intention to pursue a more liberal policy than
the previous administration, by rejecting the mandatory nature of the
scheme which they had consulted on shortly before the General Election.

° The former Secretary of State for Trade and Industry (Peter Mandelson MP)
set the target for the UK to be the best environment worldwide in which to
trade electronically by 2002 in the White Paper — Our Competitive Future:
Building the Knowledge Driven Economy.

o On 5 March 1999 the Secretary of State for Trade and Industry and the Home
Secretary jointly launched Building Confidence in Electronic Commerce. In
parallel with the consultation, the Prime Minister personally launched a
partnership with industry to find solutions to the problems posed by
encryption for law enforcement.

Paragraph 36 We believe it is essential that every measure included in the forthcoming
Electronic Commerce Bill is designed to facilitate rather than restrict electronic
commerce and that this should be the criterion by which Parliament judges the Bill.



Paragraph 117 Now that key escrow has been dropped by the Government, the
rationale for an electronic commerce bill is open to question. We recommend that the
Government think twice about the content of its forthcoming Electronic Commerce Bill
and only include in the Bill measures which will promote electronic commerce, rather
than measures discarded from the previous key escrow policy which are concerned with
controlling, not facilitating, electronic commerce.

13.  The Bill will be an essential enabling measure to spur on the growth of e-commerce
in the UK. The Bill will support the Government’s targets for:

o the UK to be the best environment for electronic business by 2002;

° 25% of Government services to be available electronically by 2002 (rising to
100% by 2008); and

o 90% of routine procurement of goods to be done electronically by 2001.

14.  The draft Bill is designed to promote e-commerce in a number of ways:
° through clarifying the status of electronic signatures;

° by removing legal barriers so that the option of communicating electronically
can be offered instead of the use of paper; and

° by building confidence in the provision of cryptography services.

The draft Bill also contains measures designed to ensure that the effectiveness of existing
law enforcement powers is not undermined by the criminal use of the very technologies
(such as encryption) which the Bill seeks to promote.

Paragraph 37 While, we accept the Government’s judgement that legislation should
not be delayed still further solely to allow for a standard consultation period, especially as
the issues on which DTI sought views were so familiar to likely respondents, the time
constraints cited by DTI have been entirely of their own making.

15.  The Government has sought to maintain a balance between allowing an adequate
period for consultation, and pressing ahead with drawing up legislation. As the
Committee recognises, the issues on which the Government sought views were familiar
to many respondents. The Government was impressed by both the number® and the
quality of the responses. Moreover Ministers and officials consulted many companies and
others in drawing up the previous consultation document. This document is the next step
in an ongoing process of consultation. The DTI will continue consulting as the Bill is
taken through parliament and will undertake future formal consultation as the Bill is
implemented. The Government is committed to building confidence in e-commerce,
building the legal framework in partnership with industry and other interested parties.

Paragraph 40 We consider it a potentially serious omission that DTT has not indicated
how its proposals for electronic signatures would affect Scottish law and we recommend
that they quickly do so.

16. The Government has always recognised that the implementation of the policy of
the Bill is likely to require amendment also of basic provisions of Scots private law
relating to requirements of writing, evidence and contract formation. In that regard, it is
envisaged in the draft Bill that Scottish Ministers will have the power to make any
necessary amendment of Scots law on matters of that kind, by means of subordinate
legislation taken through the Scottish Parliament, subject to the consent of UK Ministers
as the power will extend to legislating on reserved matters.

5 The DTI received 252 responses in total (of which 246 were received in time to be taken account by the
consultants for their summary).



17.  Asin the case of England and Wales, the legislation will present the opportunity to
provide a clear basis in law for the operation of electronic commerce. The powers in the
draft Bill should enable this policy to be implemented in a consistent way throughout the
UK, but also by means which ensure that this is achieved in the most appropriate way for
each jurisdiction.

Paragraph 41 Although electronic signatures are not currently without legal standing,
legislation to clarify their status would command widespread support.

Paragraph 44 One objection to the Government’s proposals for the recognition of
electronic signatures is that they are better suited to a civil law jurisdiction, than to the
English common law tradition.

Paragraph 46 A second objection to the proposal that some electronic signatures will
carry arebuttable presumption of validity is that this would reverse the burden of proof in
contractual disputes, potentially undermining confidence in electronic commerce if
means of forging electronic signatures are developed.

Paragraph 51 We recommend that the Government lay before Parliament the
justification for such a radical change to the way signatures are considered by English law
and explain in greater detail than hitherto whether or not the EU Electronic Signatures
Directive genuinely necessitates such a change to be made.

18.  The Government welcomes the Committee’s support for its intentions to reduce
the present uncertainty over the legal admissibility of electronic signatures. The means of
reducing this uncertainty has provoked considerable debate and the draft Bill sets out
what the Government believes is a prudent approach. As the Committee recognises, the
common law treats signatures in terms of their purpose (did the signatory intend to
indicate their assent to what was in the document?), rather than their form (does the
signature meet certain requirements?).

19.  This means that in many, but not all, circumstances the law is flexible enough to be
capable of accommodating electronic signatures. However there will be uncertainty, until
sufficient case law has built up. This could take some years. The responses to the
consultation launched by the previous administration indicated considerable support for
a rebuttable presumption that an electronic signature was what it claimed to be.
However, many of the respondents to the recent consultation argued against introducing
such a presumption because:

° they argued that the burden of proof would be shifted, to consumers for
example, to prove that they had not signed a document, thus reversing the
position in existing law;

° the technology, and its likely use in most situations, is not sufficiently
developed to be able to set the necessary standards;

° moreover, even if the technology were robust, it is hard to control how
people use it (e.g. although a properly implemented electronic signature
cannot be forged, a smart card can easily be lost or not properly protected);

° the flexibility of common law, which makes English Law the jurisdiction of
choice for many international transactions, might be compromised by such a
measure.



20. The Government has therefore decided not to create a rebuttable presumption for
the validity of any types of electronic signature. However, Clause 7 of the draft Bill makes
it clear that all types of electronic signatures, whether facilitated by “approved” providers
or not, and irrespective of the jurisdiction where they were issued, will be legally
admissible in Court. This is sufficient to implement the current provisions regarding
electronic signatures in the draft Directive.

Paragraph S8 The outdated definitions of words such as “writing” and ‘“signature” in
law are potentially significant barriers to the development of electronic commerce in this
country. DTI seems not to appreciate the need for swift legislative action in this area and
would appear to have made limited progress since 1997. We favour the Government
taking powers in the forthcoming Electronic Commerce Bill for secondary legislation to
update definitions of words in law to take account of new information and
communication technologies and drawing on the approach of the Australian draft
Electronic Transactions Bill 1999. We recommend that the Government quickly publish
an analysis of legal changes required, both in relation to English and Scots law and
identify those transactions and official proceedings which it believes should not be
allowed to be conducted electronically.

21. The Government welcomes the Committee’s support for its view that certain
requirements of form (e.g. for information to be in writing or signed) in legislation drawn
up before the advent of electronic commerce are potentially significant barriers to its
development. The Bill will be the first available legislative opportunity to address this
broadly, though the Finance Bill addresses matters concerning the Inland Revenue and
HM Customs and Excise. The draft Electronic Communications Bill includes a power in
Clause 8 to enable Ministers to draw up secondary legislation to permit such
requirements to be met electronically. For example, the DTI plans to use powers under
the Bill to amend the Companies Act 1985 to enable companies to communicate with
shareholders electronically.

22.  There may be a few examples where it is not appropriate to take such a step, at least
in the near future. The publication of an analysis of the references in legislation to “in
writing” or “signed” is not compatible with the timetable for bringing the Bill before
Parliament. The Society for Computers and Law has estimated that here may be as many
as 40,000 references to “writing” and “signature” alone.

Paragraph 64 We acknowledge the need for some form of accreditation scheme
relating to TSPs to persuade firms and individuals ‘“standing on the edge of the e-
commerce lake wondering whether it is really safe to dive in” that electronic commerce is
as safe and reliable as traditional forms of commerce.

Paragraph 65 We recommend that the Government sponsor a voluntary accreditation
scheme for TSPs which is based on the needs of users and service providers but which is
not grounded in legislation. We think it prudent that the Government take powers to
establish a statutory-backed scheme but recommend that these powers are held in
reserve unused unless and until it is demonstrated that a voluntary scheme fails to protect
the interests of all consumers and service providers.

23. The Government welcomes the Committee’s support for the principle of a
voluntary approvals scheme. The previous consultation document set out the intention to
introduce a statutory, but voluntary, licensing scheme for Trust Service Providers. Given
the Government’s decisions not to offer statutory privileges as an incentive for the



statutory scheme, and its voluntary nature, the Government has decided that the scheme
is best described as an “approvals regime”. The Government believes that an approvals
scheme will provide customers with an assurance of high standards and a means of
redress when things go wrong. It also believes that these standards should not be set in
stone because the market is moving so quickly and there is no agreement on what
commercial models are likely to succeed. Heavy-handed regulation would risk stifling
innovation and growth.

24. Many respondents to the recent consultation argued for a “light touch” in any
legislation or regulation. One noticeable shift in opinion from the consultation launched
by the previous administration was that voluntary statutory licensing was questioned.
There were many calls for the market and the technology to be allowed to evolve, and
some for the industry to be allowed to develop self-regulatory or guidance mechanisms.

25. The choice between a statutory voluntary regime, or a suitable self-regulatory
regime, is finely balanced. The Government is in close dialogue with the Alliance for
Electronic Business in relation to its work in developing a non-statutory, self-regulatory
scheme. The Government therefore proposes, in Part I of the draft Bill, to take powers to
set up a statutory voluntary scheme by secondary legislation. After Royal Assent, the
Government will need to decide whether to bring such a statutory scheme into being, or
to follow the recommendation of the Trade and Industry Committee and hold the powers
in reserve, relying on self regulation. Our assessment will take account of the robustness,
industry acceptance and quality of the self-regulatory scheme which by then should have
emerged from industry and make a judgement about how its merits would compare with
those of a statutory scheme. We will consult on that decision.

Paragraph 66 We see no reason why existing means of distinguishing licensed or
accredited services from unlicensed or non-accredited services cannot be applied
successfully to TSPs.

26. The Government agrees with the Committee. The essential points are that
approval should apply to a particular service, or range of services, rather than the
provider and that there should be a clear distinction between approved and unapproved
services. It is likely that service providers would be allowed to use a logo (or some other
mark of recognition) in connection with those Cryptography services for which they had
been approved.

Paragraph 67 There is a danger that TSPs and their customers will be confused by the
multi-layered design of the proposed statutory licensing regime. We would welcome
early clarification by DTI and OFTEL of how the proposed licensing regime will work in
practice, were it to be introduced.

Paragraph 70 We recommend that, if DTI intends to establish a statutory licensing
scheme, it spell out which licensing functions it would be prepared to delegate to an
industry body in future and which it would prefer a public sector body to perform; and
that it set out the criteria an industry body must meet in order for it to be considered as
the licensing authority for TSPs.

27. The Government does not believe that it is sensible, given the pace at which this
market is developing and its present immaturity, to spell out now the exact division of
functions between a statutory body and industry. The Government believes that the
objectives of the scheme as a whole are far more important than the exact division of
responsibilities.



28. The Government believes that any scheme should have the following
characteristics:

1. The scheme should be wide enough to cover a broad range of services including signature and
confidentiality services.

2. The scheme should be demonstrably rigorous, impartial and trusted by all sectors of industry
(i.e. it needs support from a broad cross-section of industry, including users). It should not act
as a barrier to new entrants to the market.

3. The scheme should have a means of taking into account the views of consumers.

4. The scheme needs the ability to set standards (procedural and technical). If the scheme is
non-statutory, there needs to be a clear mechanism for Government to monitor progress and
influence the development of such standards, in line with its objectives for promoting
electronic commerce, Modernising Government and law enforcement.

5. The scheme needs effective mechanisms for ensuring compliance with these standards,
including for example:

a) assessment of service providers, perhaps linked to a “kitemark”;

b) sanctions and the ability to monitor and take enforcement action against members that
breach the “code of practice”;

c) ameans of redress for consumers if consumers are unhappy with the response from the
service provider;

d) publicity, i.e. making available the code of practice, a register of members and,
perhaps, annual reports aimed at consumers.

6. The scheme should take account of the draft EU Electronic Signatures Directive (including
provisions on liability and data protection). In particular it should provide UK providers with
a means of showing that their signature service meets the standards envisaged in the draft
Directive, to facilitate trade with other EU countries. There could be scope for different levels
of service, so it might not be necessary for all signatures to meet the Directive standards.

Paragraph 73 A comparison of the 1997 and 1999 DTI consultation documents would
suggest that little effort has been devoted over the last two years to considering the
detailed licensing criteria to be applied to TSPs, or the effect of such criteria on the
market. The licensing criteria for TSPs recently set out by DTI are not fit to be written
into law. Unless they are improved, then the licensing system will be a damaging and
embarrassing failure. We invite the Government to inform Parliament how it intends to
work with electronic commerce providers and users to design more suitable criteria.

29.  We do not accept this criticism. The previous consultation document made it clear
that these were draft criteria and that potential licence applicants would be consulted
about refining them. Nevertheless, the draft criteria reflected discussions with industry
and were largely consistent with those laid down in the Annexes to the draft Electronic
Signatures Directive. Respondents to the previous consultation Document (comments
were specifically requested) did not seem to share the Committee’s view and certainly did
not suggest they were unfit to be written into law. Indeed, although many respondents
argued that what was proposed was more suitable for an industry-led accreditation
scheme, there seemed to be a general appreciation that the draft criteria were a sensible
basis for a scheme.

30. The DTI will continue to work with industry in developing a set of criteria designed
to generate public confidence that cryptography services from a TSP approved under the
UK regime are high-quality and reliable. The DTI will also work with industry in
representing UK interests in refining the criteria outlined in the draft EU Electronic
Signatures Directive, which will form the basis of mutual recognition of electronic
signatures in the EU.



Paragraph 79 We recommend that the Government exercise caution before
implementing a statutory liability regime in this nascent market. We suggest that, until
the market develops further, the most useful requirement might be for TSPs to set out in
full their liability provisions, including relevant limits, both to users and third parties,
including how liabilities can be met, to assist consumer choice of TSP and swift redress
when problems are encountered.

31. In the consultation document Building Confidence in Electronic Commerce, the
Government recognised the complex issues involved in apportioning the liability of Trust
Service Providers, and the need to balance the interests of the various parties who may be
involved, either directly and indirectly, in a particular transaction. In the light of
responses to the previous consultation the Government has decided not to introduce a
statutory liability regime, and rely on the contract between the TSP and their client, and
existing law. We will expect TSPs to make clear to their customers the extent of their
liability.

Paragraph 80 We are persuaded that encryption will increasingly be a source of
advantage to criminals with which law enforcement agencies are, at present, inadequately
prepared to deal.

32.  The Committee has highlighted concerns that the Government has had for some
time. The Government is determined to ensure that the statutory powers on which the
law enforcement agencies rely in combating crime are not undermined by new
technologies. That is why, as part of a package of measures being proposed in an attempt
to mitigate the consequences of rising criminal use of encryption, the Government
proposes to use Part III of the Bill to introduce powers allowing properly authorised
persons (such as members of law enforcement agencies) to serve written notices
requiring any person to provide the means necessary (e.g. a decryption key) to make
legally obtained material intelligible or to produce the material in an intelligible form.

Paragraph 81 We suggest that those organisations involved in electronic commerce will
be much more willing to help the law enforcement agencies if there are reliable means to
assess the extent of the problems posed by encryption, and that there would be advantage
in Parliament having a fuller picture of the perceived threat.

33. The Government has been working closely with industry on this issue. The PIU
Report on Encryption and Law Enforcement recommended that an approach based on
openness and co-operation with industry would balance the aim of giving the UK the
world’s best environment for e-commerce with the needs of law enforcement.

34. The Government has accepted this recommendation and is in the process of
establishing a new Government/industry joint forum, to be chaired by the DTI. The joint
forum will discuss the development of encryption technologies and ensure that the needs
of law enforcement agencies are understood by the industry.

Paragraph 90 By dropping key escrow as a licensing condition for TSPs, the DTT’s third
attempt to formulate an acceptable cryptography policy is a marked improvement on its
predecessors. We are disappointed, however, that the Government should still hold a
candle for key escrow and key recovery. We can foresee no benefits arising from
Government promotion of key escrow or key recovery technologies.

Paragraph 107 If the Government consider it necessary in future to introduce key
escrow, key recovery or a related requirement on TSPs then we recommend that they do
so only after stating precisely the reasons why such a change would be necessary as part of
a full public consultation exercise. Powers should not be taken in the forthcoming Bill to
permit the introduction of key escrow or related requirements at a later date.
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35. The challenge that encryption poses for law enforcement is taken seriously by the
Government. The Prime Minister personally launched the Cabinet Office PIU Study on
Encryption and Law Enforcement and has accepted their recommendations.

36. In particular, the Government agrees with the PIU’s conclusion that the
widespread adoption of key escrow and key recovery is unlikely in the current climate.
The Government therefore accepted the recommendation that a mandatory link
between approved providers of services and key escrow would not support the
Government’s twin objectives on e-commerce and law enforcement.

Paragraph 98 We think that the proposed new power to require decrypted data or
private encryption keys to be provided when appropriately authorised will be a useful
addition to the armoury of the law enforcement agencies. We recommend that the
Government quickly clarify the situations in which it thinks this power will be likely to
prove most helpful. In particular, Parliament should be given an indication of the criteria
which will be used to decide against whom written notices for the provision of
information will be served and whether it is proposed that the request should be for a
private key or decrypted data.

37. The Government welcomes the Committee’s support for this measure. Strong
encryption is already being used by criminals to conceal their activities. This is creating
difficulties for law enforcement agencies and these will increase as the use of encryption
becomes more widespread. The Government foresees that strong encryption will
become the technology of choice for criminals wishing to protect the contents of their
communications and data. The new powers proposed in Part I1I of the draft Bill will assist
law enforcement agencies in their investigations wherever criminals are using encryption
in an attempt to conceal their activities.

38. The draft Bill sets out the conditions under which the service of written notices
requiring the surrender of decryption keys or plain text may be authorised and who may
authorise the use of the new powers. The ability to serve a written notice will be ancillary
to existing statutory powers. This means that the new powers will apply only to material
that is, or has been, lawfully obtained. The draft Bill provides that the disclosure of plain
text rather than a key may be acceptable in all cases unless the written notice specifies
that only the disclosure of a key itself is sufficient.

Paragraph 101 It is entirely unacceptable that the Government should announce a
major review of the Interception of Communications Act 1985 and then fail to publish
any further details of the review for over eight months, especially when the consultation
exercise on building confidence in electronic commerce explicitly refers to the Act and
the review. We recommend that the Government set out the options for change to the
interceptions regime, and how they relate to the forthcoming Electronic Commerce Bill,
before the Bill is debated by Parliament.

39. The Home Secretary published a consultation document® (Cm 4368) on the review
of the Interception of Communications Act 1985 (IOCA) on 22 June. This review relates
to the draft Electronic Communications Bill to the extent that the powers proposed in
Part III of the draft Bill are designed to maintain the effectiveness of existing statutory
powers including IOCA. These powers, to require the disclosure of decryption keys or
plain text, will be available when encryption is encountered in interception operations
authorised by the Secretary of State under IOCA. Without pre-empting the wider
conclusions of the IOCA review, there is a need to address the threat posed by encryption
and to protect the effectiveness of the existing interception regime.

¢ It is available at www.homeoffice.gov.uk and from the Stationery Office. Responses are requested by 13
August and may be sent by email to ioca@homeoffice.gsi.gov.uk
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Paragraph 102 We recommend that the Government give authoritative clarification of
the status of the Enfopol proposals and their potential implications for relevant UK
service providers.

40. The draft EU Council Resolution on interception of new technologies (the so-
called ENFOPOL proposals) supplements the existing Council Resolution of January
1995 on the lawful interception of communications. It makes clear that the law
enforcement agencies’ requirements annexed to the 1995 Resolution apply equally to
new technologies such as satellite and internet communications.

41. Council Resolutions are not legally binding. The 1995 Council Resolution, for
example, has not been incorporated into UK law. It is used solely as a basis for discussions
with telecommunications operators in accordance with the statutory safeguards
contained in the Interception of Communications Act 1985 (IOCA). It follows that if
adopted, the present draft Resolution on interception of new technologies would place
no legal obligations on telecommunications or Internet Service Providers in the UK.

42.  The Government submitted an Explanatory Memorandum to Parliament on the
draft Resolution on 8 February 1999 (10951/2/98 ENFOPOL 98 Rev 2). In fact, the
Government sees little need for the draft resolution at the present time. The
Government’s consultation document on the review of IOCA published on 22 June,
includes consideration of the needs of law enforcement agencies in respect of providers of
new communication technologies such as the internet and satellite telephony. The
proposal for a draft Resolution will not prejudice this consultation process.

Paragraph 105 If, after three years of considering its policy on cryptography, the
Government should announce the need for a partnership with industry, then that would
suggest failure in the past to create such a partnership. We consider that the fault for
failing to create such a partnership lies not with industry, which would appear to have
been ready and willing to help, but with Government. Although DTI has been willing to
listen to what industry and others have had to say about cryptography, we have gained the
impression that they have not, until recently, taken much notice of what has been said to
them. From now on, we expect the Government to work with all interested parties to
devise a cryptography policy which is best for the UK as a whole, rather than one which is
geared towards satisfying law enforcement concerns at the expense of Britain’s economic
competitiveness.

43.  On the contrary, the Government has worked with industry (users, technology
providers and potential TSPs) in developing its policy on encryption. Over the last five
years the DTT has hosted regular meetings of its Cryptography Working Group. The DTI
has also regularly participated in the information security working groups of the CBI, the
Federation of the Electronics Industry (FEI) and the British Computer Society (BCS).
The Government recognises the importance of balancing the needs of all concerned —
industry, users, law enforcement agencies and the general public — in this sensitive area.

44.  In his foreword to the PIU Encryption report, the Prime Minister said:

“I am determined to ensure that the UK provides the best environment in the world for electronic
business. Only by taking a lead to promote electronic business will we reap the potential economic
and social benefits. But I am equally determined to ensure that the UK remains a safe and free
country in which to live and work.

The rise of encryption technologies threatens to bring the achievement of these two objectives into
conflict. On the one hand, business has delivered a clear message that encryption is essential for
developing confidence in the security of electronic transactions. And lack of confidence is often cited
as one of the main brakes on electronic commerce. People also want to enhance the security of their
personal communications through the use of encryption. To meet these needs, the Government is
keen to support the strong and growing market in encryption products and services.
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On the other hand, the use of encryption by major criminals and terrorists could seriously frustrate
the work of the law enforcement agencies. Indeed there is already evidence that criminals, such as
paedophiles and terrorists, are using encryption to conceal their activities. It is a little known fact that
on average one in every two interception warrants issued results in the arrest of a person involved in
serious crime. If powers of interception and seizure are rendered ineffective by encryption, all society
will suffer. So it is vital that in our support for the use of encryption we limit the damage to our ability
to protect society.”

45. The Government will continue to engage with industry on a dialogue on these
important issues; through the Industry-government forum proposed by the PIU and
through other fora.

Paragraph 106 We recommend that the Government keep Parliament informed of the
remit and membership of the Cabinet Office task force dealing with law enforcement
aspects of electronic commerce and of any body established in its place.

46. The Performance and Innovation Unit (PIU) was created in 1998, to improve the
capacity of government to address strategic, cross-cutting issues and promote innovation
in the development of policy and delivery of the Government’s objectives. It acts as a
resource for the whole of government, tackling issues on a project basis.

47. In February 1999 the Prime Minister asked the PIU to consider the issue of
encryption and law enforcement, as a subset of its ongoing project on electronic
commerce. The remit given to the PIU was:

° to study the needs of law enforcement agencies and of business;

° to examine the merits of the current encryption policy (and in particular key
escrow); and, if necessary,

° to identify proposals that would satisfy both the need to promote encryption
for electronic commerce and the Government’s duty to ensure that public
safety is not jeopardised.

48.  Tohandle this remit, a joint Government/industry task force led by David Hendon
(Chief Executive of the Radiocommunications Agency), working alongside the existing
PIU electronic commerce project team led by Jim Norton, was established to examine the
issue and to recommend a way forward to the Prime Minister. The task force’s
membership was drawn from:

the Home Office;

the National Criminal Intelligence Service (NCIS);
GCHQ Communications-Electronics Security Group;
the Department of Trade and Industry;

the Cabinet Office;

British Telecommunications; and

IBM.

Its main findings and recommendations were published on 26 May. The task force was
wound up after it had completed its work. The coordination of the further work will be
taken forward by a special Unit set up in the Home Office.

Paragraph 108 We suggest that the experience of the relationship between ISPs and the
law enforcement agencies underlines the need for openness and transparency in the new
partnership between industry and Government on law enforcement aspects of
encryption, so as to avoid confidence in electronic commerce being undermined.
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49. The Government fully recognises the importance of working with industry on these
issues. That is why a joint Government/industry forum is presently being established as a
focus for this new co-operative approach. This co-operation needs to be established on a
basis of trust between both parties. It will help industry understand the threat to law
enforcement capabilities posed by encryption and will assist law enforcement in
understanding market trends and realities.

50. The UK has been very successful in developing an effective working relationship
between Internet Service Providers (ISPs) and law enforcement interests. The regular
forum, currently chaired by the Association of Chief Police Officers, which includes a
wide range of industry and law enforcement interests, together with representatives of
the DTI and Home Office, has played a central role in developing and maintaining this
relationship.

51. The forum has already produced a form for use by Police forces in requesting
information from ISPs under section 28.3 of the Data Protection Act, which is now in the
public domain. In addition, a best practice document on traceability will shortly be
published, once it has been agreed and ratified by the ISP industry. The aim is for this
document to become the industry standard for tracing those responsible for the misuse of
the internet. The forum is also working on a number of other projects and is actively
considering what more can be done to make the results of its work widely available in
order to meet concerns about the transparency of its discussions.

Paragraph 110 We see merit in NCIS being notified whenever a local law enforcement
agency encounters encryption during the course of a criminal investigation.

52. The Government understands that NCIS (the National Criminal Intelligence
Service) sees merit in the establishment of such a national notification scheme and that, at
least initially, notifications should be sent to NCIS as part of a strategic threat assessment
of criminal use of encryption. Work is in hand to address this issue further.

Paragraph 110 We also recommend that the Government consider the establishment of
a law enforcement resource unit for dealing with computer crime, including encryption.

53. In line with the Committee’s recommendation, and as recommended in the
recently published PIU report, the Government has decided to establish a dedicated
resource (a new Technical Assistance Centre), operating on a 24 hour basis, to help law
enforcement agencies derive intelligence from lawfully intercepted communications and
lawfully retrieved stored data. It is envisaged that the Technical Assistance Centre will
also be responsible for gaining access to decryption keys, where they exist, under proper
authorisation.

54. Separately, the issue of whether to establish a national high technology crime unit
is currently being considered by the Association of Chief Police Officers (ACPO) Crime
Committee.

Paragraph 112 We recommend that the Government consider the case for a review of
the rationale for the continuation of export controls on cryptographic products, in the
light of their widespread availability, and the procedures by which such controls are
implemented.
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55. The Government recognises that export controls on encryption products cause
problems for exporters and also sometimes prevent I'T users acquiring the security
technology they need. The Government has sought to ensure that the controls bite only
on encryption technologies which — if widely exported — would damage its
international objectives of combating terrorism and crime prevention. An example of
this is the recent issue of an “open” export licence for personal users of laptops
incorporating strong encryption.

56. The export controls on encryption, which are set internationally within the
Wassenaar Arrangements, were reviewed as recently as December 1998. The new, and
relaxed, controls, have been broadly welcomed by industry. They will soon be
implemented in the UK.

Paragraph 113  Although the forthcoming Electronic Commerce Bill is not likely to be a
source of party political controversy it is a vital measure for UK competitiveness and law
enforcement. It requires full and rigorous parliamentary scrutiny.

57. The Government is now consulting on the draft Bill. The Government expects that,
when introduced, the Bill, like any other, will be fully scrutinised by Parliament.

Paragraph 114 We recommend that DTI publish a full analysis of responses received to
its recent consultation document, including a list of those who responded to the
document, at the same time as the Electronic Commerce Bill is published.

58. The DTI published today a summary, by independent consultants, of the responses
to the consultation. The summary, and a list of respondents, is available on the DTI’s
website (www.dti.gov.uk/cii/conrep.htm).

Paragraph 115 We recommend that draft regulations arising from the Electronic
Commerce Bill be given full public scrutiny before they become law.

59. The Government believes that the draft Bill has already benefited from previous
consultation on the underlying policy, and looks forward to the responses to this
consultation. In general, the secondary legislation made under the Bill is also likely to
benefit from formal public consultation. The Committee’s recommendation was made in
the context of the approvals criteria and the regulations to facilitate electronic
communications and storage.

60. The Government is committed to developing the approvals criteria in consultation
with potential applicants for approval, and users of their services, and will consult
formally on all such regulations.

61. The Government also plans to consult widely on draft regulations relating to the
facilitation of electronic communications and storage (Clause 8). However, once general
principles have been established and agreed on in the first series of regulations it may no
longer be necessary to do this in every case, unless new points arise. The Government
will, therefore, keep consultation on such regulations under review.
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ELECTRONIC COMMUNICATIONS BILL

EXPLANATORY NOTES

These notes refer to the draft Electronic Communications Bill as published for consultation
on 23 July 1999

INTRODUCTION

1. These explanatory notes relate to the draft Electronic Communications Bill which
was published by the Government on 23 July 1999. They have been prepared by the
Department of Trade and Industry and the Home Office in order to assist the reader of
the draft Bill and to help inform debate on it.

2. The notes need to be read in conjunction with the draft Bill. They are not, and are
not meant to be, a comprehensive description of the Bill. So where a clause or part of a
clause does not seem to require any explanation or comment, none is given.

BACKGROUND

3. The Government’s policy is to facilitate electronic commerce. It has also set itself
targets for making Government services available electronically: 25% by 2002, 50% by
2005 and 100% by 2008. The Government has also set a target for 90% of its routine
Government procurement of goods to be done electronically by 2001.

4.  The Government’s general policy towards electronic communications and
information technology is set out in:

° the Competitiveness White Paper (Cm 4176) published in December 1998
(available on the DTI website: www.dti.gov.uk/com/competitive);

° the Modernising Government White Paper (Cm 4310) published in March
1999 (available on the Cabinet Office website: www.cabinet-office.gov.uk/
moderngov/1999/whitepaper/index.htm); and

o the Government’s policy statement “Our Information Age: The
Government’s Vision” (URN 98/677; 4-98) (a summary can be found on the
Number 10 website: www.number-10.gov.uk/public/info/index.html).

5. Cryptography and electronic signatures are important elements for electronic
transactions.

o Cryptography is the science of codes and cyphers. Cryptography has long
been applied by banks and is an essential tool for electronic commerce.
Cryptography can be used as the basis of an electronic signature, or to keep
electronic data confidential; while another is to ensure that the integrity of
such information is preserved.

° Encryption is the process of turning normal text into a series of letters and/or
numbers which can only be deciphered by someone who has the correct
password or key. Encryption is used to prevent others reading confidential,
private or commercial data (for example an e-mail sent over the internet or a
file stored on floppy disk).
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° An electronic signature is something associated with an electronic document
that is the equivalent of a manual signature. It can be used to give the
recipient confirmation that the communication comes from who it purports
to come from (“authenticity”). Another important use of electronic
signatures is establishing that the communication has not been tampered
with (“integrity”).

6. Various organisations provide cryptography services, including certifying the
public key of an individual used in the generation of electronic signatures. There is a need
for the public to be able to have confidence that these services are secure and not open to
fraud; and for people to be free from unnecessary restrictions in their use of new
technology. On the other hand, there is the problem that encryption can be used for
criminal purposes and to frustrate the work of law enforcement and security services.

THE BILL

7. The main purpose of the Billis to help build confidence in electronic commerce and
the technology underlying it by providing for:

° a statutory approvals scheme for businesses and other organisations
providing cryptography services, such as electronic signature services and
confidentiality services.

° the legal recognition of electronic signatures, and

° the removal of obstacles in other legislation to the use of electronic
communication and storage in place of paper.

8. The Bill also contains provisions to maintain the effectiveness of existing law
enforcement powers in the face of increasing criminal use of encryption, and to update
procedures for modifying telecommunications licences.

0. The Bill is in four parts.

o Part I, Cryptography Service Providers. This concerns the arrangements for
registering providers of cryptography support services, such as electronic
signature services and confidentiality services.

° Part I, Facilitation of Electronic Commerce, Data Storage etc. This makes
provision for the legal recognition of electronic signatures. It will also
facilitate the use of electronic communications or electronic storage of
information, as an alternative to traditional means of communication or
storage.

° Part III, Investigation of Protected Electronic Data. This provides new
powers to assist (for example) law enforcement agencies in making
intelligible lawfully obtained stored or intercepted data which has been
encrypted. This Part also creates two new offences and establishes oversight
procedures and safeguards in relation to the new powers.

° Part I'V, Miscellaneous and Supplemental. This Part amends section 12 of the
Telecommunications Act 1984 and inserts new sections (12A and 12B) into
that Act. The proposed new provisions are concerned with the modification
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of telecommunication licences otherwise than in pursuance of a reference to the
Competition Commission. This Part also concerns matters such as general
interpretation, the short title, commencement and territorial extent of this Bill.

10.  The Bill contains two Schedules relating to Part I1I:

° Schedule 1, Persons Having The Appropriate Permission. This concerns the
duration and types of appropriate permission which may empower a person
to serve a notice under Clause 10 of this Bill requiring the disclosure of
information.

° Schedule 2, The Tribunal. This concerns the constitution and procedure of,
and appointments to, the Tribunal to be established under Clause 18 to hear
complaints about written notices served as a result of authorisations granted
by the Secretary of State.

Consultation
Parts I to II1

11.  The first consultation on most of the matters covered by Parts I to III was
undertaken by the previous administration in March 1997.

12. The Government announced its response to that consultation, and its policy on the
provision of cryptography services, in a parliamentary statement by Mrs Barbara Roche,
then Parliamentary Under Secretary of State at the Department of Trade and Industry,
on 27 April 1998 (Hansard, HoC, column 27; available on the Parliament website at
www.parliament.uk/commons.htm).

13. A broader consultation — “Building Confidence in Electronic Commerce: A
Consultation Document” (URN 99/642) (available on the DTI website at
www.dti.gov.uk/cii/elec/elec_com.html) — was launched on 5 March 1999. A summary of
the responses to this consultation (URN 99/891) is available on the DTI website at
www.dti.gov.uk/cii/elec/conrep.html.

14.  The Trade and Industry Select Committee of the House of Commons published a
report on the matters covered by the consultation document on 18 May 1999 (“Building
Confidence in Electronic Commerce: The Government’s Proposals”, HC 187; available on
the Parliament website at www.parliament.uk/commons/selcom/t&ihome.htm). This
document also contains the Government’s Response to the Select Committee’s report.
This Response also sets out the Government’s decisions on the issues covered by the
Consultation Document.

Part IV

15.  There have been two formal consultations on the revised licence modification
procedure provided for in Part IV of the Bill. The first, “Licence Modification Procedure:
Proposed Changes to the Telecommunications Act 1984” (URN 98/1049), was issued in
May 1998; the second, “Licence Modification Procedure: Updated Proposals for
Changes to the Telecommunications Act 1984” (URN 99/945), in March 1999 (available
on the DTI website at www.dti.gov.uk/telecom/teleprop.htm.)

16.  Responses to all these consultation exercises have contributed to the measures set
out in the Bill.
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The international context

17.  This Bill is consistent with the draft EU Electronic Signatures Directive, which is
intended to harmonise the legal acceptance of certain electronic signatures throughout
the European Union, and on which a common position was reached in Council in April
1999. It is also compatible with the Cryptography Guidelines, published by the
Organisation for Economic Co-operation and Development (OECD) on 19 March 97
(available on the OECD website at: www.oecd.org/subject/e_commerce), and the United
Nations Commission on International Trade Law’s (UNCITRAL) Model Law on
Electronic Commerce (available on the UN website at: www.un.or.at/uncitral/english/
texts/electcom/ml-ec.htm).

18.  The broad aim of the Bill, facilitating electronic commerce, is similar to that of the
draft EU Directive on Certain Legal Aspects of Electronic Commerce in the Internal
Market, which seeks to remove barriers to the development of electronic commerce in
the internal market, but there is no overlap in the detailed provisions. The main areas
addressed in the proposed directive are simplifying and clarifying rules of establishment,
ensuring consistency in approaches to commercial communications such as definitions of
advertising, ensuring legal validity of electronic contracts and clarifying the liability
issues of intermediaries.

COMMENTARY ON CLAUSES

Clause 1: Register of approved providers

This clause places a duty on the Secretary of State to establish and maintain a register of
approved providers of cryptography support services, and specifies what information is
to be contained in the register. The clause also requires the Secretary of State to make
arrangements for the public to have access to the register and for any changes to the
information in the register to be publicised.

* cryptography support services are defined in Clause 6.

The main purpose of the register is to ensure that providers on the register have been
independently assessed against particular standards of quality, in order to encourage the
use of their services, and hence the development of electronic commerce and electronic
communication with Government.

Where two people are communicating electronically, it may be necessary for one person
torely on the services provided to the other: for example, where the first person receives a
communication which purports to have been signed electronically by the other.

* a definition of electronic signature for these purposes is given in Clause 7(2).

The register is voluntary: no provider is obliged to apply for approval and a provider who
is not on the register is at liberty to provide cryptography services.

Clause 2: Arrangements for the grant of approvals

This Clause places a duty on the Secretary of State to ensure that there are arrangements
in force for granting approval, handling complaints and disputes and modifying or
withdrawing approval.

Subsection (1) places a duty on the Secretary of State to ensure that there are
arrangements for granting approvals for any person providing, or proposing to provide,
cryptography support services in the United Kingdom, and applying to be approved.

* The provision of cryptography support services in the United Kingdom is described in Clause 6.

Subsection (2) sets out what the arrangements for approvals are to achieve.

Subsection (4) allows for regulations made by virtue of subsection (3)(a) or (b) to frame
the requirement for compliance with these requirements by reference to the opinion of a
person specified, either in the regulations or chosen in a manner set out in the regulations.
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Subsection (6) provides for the enforcement of any requirement to provide information
imposed by the conditions of an approval, by the Secretary of State in civil proceedings.

Subsections (7) and (8) make provision about the payment of fees.

The arrangements for approvals, outlined above, envisage providers requesting approval
for one, or a number, of different cryptography support services. The granting of such an
approval would depend on the applicant meeting the conditions specified in the relevant
regulations.

Clause 3: Delegation of approval functions

This Clause enables the Secretary of State to delegate the approvals functions set out in
Clauses 1 and 2 to any person.

Clause 4: Restrictions on disclosure of information

This Clause protects certain information obtained under Part I, sets out the purposes for
which it may be disclosed, and makes improper disclosure a criminal offence. In
particular, it safeguards individual privacy and commercially confidential information,
except where disclosure is desirable.

There is no restriction on who may make the disclosure or to whom it may be made,
provided that the purpose is proper.

Clause 5: Regulations of Part I

This Clause makes further provision relating to the regulations the Secretary of State may
make under Part I and contains standard provisions commonly accorded to powers to
make subordinate legislation, such as an ability to make supplementary provision.

* prescribed is defined in this Part as meaning prescribed by regulations, or determined in such a
manner as may be provided for in such regulations.

Clause 6: Provision of cryptography support services
This Clause provides for the interpretation of various terms used in Part I of the Bill.

* The cryptography support services that may be approved under the arrangements described
above are defined to include those relating to:

° confidentiality, i.e. keeping electronic data secret;

° the authenticity or integrity (both defined in Clause 23) of electronic data, i.e. relating
to an electronic signature.

Subsection (2) makes it clear that the approval scheme for cryptography support services
includes only those services that primarily involve a continuing relationship between the
supplier of the service and the customer. The scheme is not intended to cover the
purchase of an item (whether software or hardware) unless such purchase is only
intended to be incidental to the provision of the cryptography support service.

Subsection (3) sets out what is meant by cryptography support services being provided in
the United Kingdom.

Cryptography support services, falling within the scope of this Clause, would include
registration and certification in relation to certificates, time-stamping of certificates or
documents, key generation and management, key-storage and providing directories of
certificates.

Clause 7: Electronic signatures and related certificates

This Clause provides for the admissibility of electronic signatures and related certificates
in legal proceedings.

21



It will be for the court to decide in a particular case whether an electronic signature has
been correctly used and what weight it should be given (e.g. in relation to the
authentication or integrity of a message) against other evidence. Some businesses have
contracted with each other on paper about how they are to treat each other’s electronic
communications. Clauses 7 and 8 do not cast any doubt on such arrangements.

Subsection (1) allows an electronic signature, or a certificate, to be admissible as evidence
in respect of any question regarding the authenticity or integrity of an electronic
communication. Authenticity and integrity are both defined in Clause 23.

Subsection (2) defines an electronic signature for the purposes of the Clause.
Subsection (3) explains what is meant by certified in this context.

Clause 8: Power to modify legislation

This power is designed to remove restrictions in other legislation which prevent the use of
electronic communication in place of paper, and to enable the use of electronic
communications to be regulated where it is already allowed. The power can be used
selectively to offer the electronic alternative to those who want it.

There is a large number of provisions in statutes on many different topics which require
the use of paper or might be interpreted to require this. Many of these cases involve
communication with Government Departments by businesses or individuals — including
submitting information or applying for licences or permits. Other cases concern
communications between businesses and individuals, where there is a statutory
requirement that the communication should be on paper. The power can be used in any
of these cases.

Some examples of the way in which the power could be used relate to the Companies Act
1985. On 5 March 1999 the DTI consulted about whether the Act should be changed to
enable companies to use electronic means to deliver company communications, to
receive shareholder proxy and voting instructions and to incorporate. The consultation
letter “Electronic Communication: Change To The Companies Act 1985” is available
from DTT’s Company Law and Investigations Directorate, telephone 0171 215 0409. The
proposals attracted strong support from respondents.

There are, by contrast, many communications where paper is not currently required —
for example the vast majority of contracts fall into this category. People will remain free
to undertake transactions of this kind using whatever form of communication they wish.

Subsection (1) gives the appropriate Minister the power to modify, by order made by
statutory instrument, the provisions of any legislation for which he is responsible. He may
authorise or facilitate the use of electronic communications or electronic storage (instead
of other methods of communication or storage) for any purpose mentioned in subsection
(2). This power is limited by subsection (3) which places a duty on the Minister not to
make such an order unless he is satisfied that it will be possible to produce a record of
anything that is done by virtue of the authorisation. It is also limited by subsection (6) so
that a person cannot be required to abandon paper unless he has previously chosen to do
SO.

& The appropriate Minister is defined in Clause 9 (1).
Subsection (2) describes the purposes for which modification by an order may be made.

Subsection (4) specifies the types of requirement about electronic communications or the
use of electronic storage that may be provided for in an order under this Clause.
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Subsection (6) provides that an order under this Clause cannot require the use of
electronic communications or electronic storage except when someone has previously
elected or decided to make use of such communications or storage. When someone has
previously chosen the electronic option, restrictions or conditions may be imposed on the
variation or withdrawal of such a choice.

Subsection (7) provides that this Clause does not apply to matters under the care and
management of the Commissioners of Inland Revenue or the Commissioners of Customs
and Excise. Such matters are already covered in Part VIII of the current Finance Bill.

Clause 9: Supplemental provision about Clause 8 orders

This Clause sets out supplementary provisions relating to orders made under Clause 8
and contains standard provisions commonly accorded to powers to make subordinate
legislation, such as an ability to make supplementary provision.

Subsections (3) and (4) provide that the regulations made under Clause 8 will be subject
to a choice of either affirmative or negative resolution procedure in both Houses of
Parliament. The Government intends to use affirmative resolution at least for the first
order, so that the general principles can be debated.

Clause 10: Power to require disclosure of key

This Clause sets out the conditions under which notices can be served requiring
disclosure of a key necessary to make lawfully obtained protected information
intelligible.

* key is defined in Clause 19(1), and

* intelligible is defined in Clause 23(3).

This Clause introduces a power to enable properly authorised persons (such as members
of the law enforcement, security and intelligence agencies) to serve written notices on
individuals or bodies requiring the surrender of information (such as a decryption key) to
enable them to understand (essentially make intelligible) protected material which they
legally hold or are likely to. By way of illustration, this could include material:

° seized under a judicial warrant (e.g. under the Police and Criminal Evidence
Act 1984 (PACE));
° intercepted under a warrant personally authorised by the Secretary of State

under the Interception of Communications Act 1985;

o lawfully obtained by an agency under their statutory powers but not under a
warrant (e.g. section 18 of PACE — on entry and search after arrest); or

° which has lawfully come into the possession of an agency but not by use of
statutory powers (e.g. material which has been voluntarily handed over).

The service of a written notice will need to be authorised by, for example, the Secretary of
State, a judge, or a senior police officer, depending on the powers under which the
protected material was or is likely to be obtained.

Subsection (1) limits the information to which this power to serve notices applies. It does
so by defining the various means by which the information in question has been or is
likely to be lawfully acquired.

23



Subsection (2) states that persons with the “appropriate permission” (see Schedule 1) can
serve a notice demanding that the key be provided to make the unintelligible data
intelligible if it appears to them that they:

o are serving the notice on a person who has the key in their possession; and

° they cannot obtain the key by other reasonable means.
Subsection (3) explains the way in which the notice must be given and what it must state.
Subsection (4) specifies the persons to whom the key may be disclosed.

Subsection (5) ensures that a key which has been solely used for the purpose of generating
electronic signatures does not have to be disclosed in response to a notice.

* for the purposes of this Part electronic signature is defined in Clause 19(1)

* for the purposes of this Part a key is defined in Clause 19(1).

Subsection (7) safeguards existing powers to demand lawful access to protected
information. For example, it ensures that this Bill will have no bearing on the use of
powers under the Criminal Justice Act 1987.

Section 2 of the Criminal Justice Act 1987 empowers the Director of the Serious Fraud Office to require a
person to answer questions, furnish information or produce any specified documents which are relevant to an
investigation.

Clause 11: Disclosure of information in place of key

This Clause provides that a person required by a written notice to disclose a key may
instead provide the data in an intelligible form, unless the person who gave the
authorisation to require the disclosure, or a person entitled to give such authorisation,
has specified that only the disclosure of the key itself is sufficient.

This Clause would, for example, allow a company — that might have received an
encrypted message from the target of a particular enquiry (e.g. a criminal) — to offer up a
intelligible copy of the message (e.g. a printed document) rather than any decryption key.

Clause 12: Failure to comply with a notice

This Clause makes it an offence to fail to comply with a notice given under Clause 10. It
allows a defence to a person who shows that he did not have the key to the information
(or, where appropriate, the information itself) but gave as much information as he had
about how the key could be obtained; or that he did what was required of him as soon as
was reasonably practicable.

Clause 13: Tipping-off

This Clause creates a new offence where the recipient of a notice, or a person that
becomes aware of it, tips off another that a notice has been served or reveals its contents.

This Clause is to preserve, where necessary, the covert nature of an investigation by, for
example, a law enforcement agency. Among the various defences outlined is one where
the software used by the recipient of a notice (for example an IT administrator in a
company) causes the owner(s) of keys to be alerted when a key is accessed.

Subsection (1) limits this offence to occasions where the notice served explicitly demands
secrecy.

Subsection (3) to (5), and (7) and (8), provide various defences against a charge of tipping
off.
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The effect of subsection (6) is that the protection in subsections (4) and (5) will not apply
where a professional legal adviser tips off a client with a view to furthering any criminal
purpose.

Clause 14: Provisions supplemental to sections 12 and 13

Subsection (1) specifies the maximum sentence for the offence of failing to comply with a
notice. As regards financial penalties there is no upper limit.

Subsection (2) specifies the maximum sentence for tipping-off a third party about the
serving of a notice. As regards financial penalties there is no upper limit.

Subsection (3) excludes the offences under Clauses 11 and 12 of this Bill from the
provisions of section 9 of the Interception of Communications Act 1985.

Section 9(1) of the Interception of Communications Act 1985 provides that in any proceedings before any
court or tribunal no evidence shall be adduced and no question in cross-examination shall be asked which
tends to suggest that an offence under section 1 of that Act (which prohibits interception except in certain
circumstances) has been or is to be committed by any person holding office under the Crown, or anyone
engaged in the business of the Post Office or in the running of a public telecommunication system; or which
tends to suggest that an interception warrant has been or is to be issued to any of those persons.

Clause 15: General duties of specified authorities

This Clause describes the safeguards that must be in place for the protection of any
material handed over in response to the serving of a notice under this Bill.

Subsection (1) ensures that the safeguard requirements apply to all those who may have
responsibility for organisations that will handle material provided in response to a notice.
In the case of the security and intelligence agencies for example, this will mean the
Secretary of State.

Subsections (2) and (3) place an onus on those identified to ensure that:

° any material disclosed is used only for the purpose for which it was required;
° the uses to which the material 