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Surveillance at work: sensible solutions

Employer surveillance of workers is an emotive issue which tends to attract much media and public attention. Workers should be able to carry out their duties in a dignified manner, with respect for their privacy and autonomy and without fear of constant monitoring. Therefore the widespread introduction of new technologies such as e-mail and internet access at work must be handled carefully. Employers clearly have legitimate interests to protect. They must ensure that systems are not being abused. Where abuses do occur, employers may be held legally liable for the consequences, for example of libel or copyright breaches, or sexual harassment of workers through exposure to pornographic material accessed or distributed by other workers. 

Some workers may indeed be ‘taking liberties’. A recent survey found that the weekly cost to employers in the UK of workers accessing the website of the television programme Big Brother reached £1.4 million at its peak
. On the other hand, some employers have blanket bans on their staff receiving or making any personal telephone calls or e-mails, even in emergencies and even where staff work very long hours
.

The solution to this potential problem area is for employers, workers and unions to negotiate and implement sensible guidelines on good business practice and safeguarding privacy and autonomy at work, including particularly on the use of e-mail, internet, telephones and other technologies. This report looks briefly at the background issues on workplace surveillance practice, including the legal framework. It then highlights some case studies of both bad and good practice. Finally, we set out some suggested guidelines on the use of e-mail and general principles which should be relevant in addressing surveillance issues.

Types of surveillance


Monitoring and surveillance of workers is by no means a new issue. However, the flexibility and wide availability of e-mail and other new communication forms simply highlight the urgent need for any areas of potential workplace conflict to be addressed. All the following types of surveillance of workers can arise regularly in practice:

· interception, recording and monitoring of e-mail

· recording or monitoring of telephone calls

· interception and monitoring of post and faxes

· monitoring of internet or intranet use

· recording through closed-circuit television cameras

· tracking, following or video recording of worker movements or activities.

· medical or drug testing

· performance monitoring, for example through keyboard stroke or telephone call counting or recording.


The legal framework


The ‘Interception of Communications’ Regulations (‘IC Regs’) came into effect on 24 October 2000. The IC Regs are an exception to the general principle that it is unlawful for a person, without lawful authority, intentionally to intercept a communication in the course of its transmission by way of a public or private telecommunications system
. But intercepting communications is not unlawful if the interceptor reasonably believes that both parties to the communication consented to the interception
. 

If employers have made all reasonable efforts to inform every person who may use their system that interception may take place, employers are also authorised to monitor or keep a record of communications on their telecommunications systems without consent for a wide variety of purposes which are loosely drafted. They include categories such as to establish the existence of facts relevant to the business, to ensure the effective operation of the system and to investigate or detect the unauthorised use of telecommunications systems.

The interception must be effected solely for the purpose of monitoring or recording communications relevant to the employer’s business. However, this test is also very widely defined, to include any communication relating to the business. For example, the mere fact of an employee using the company e-mail system (whether for ‘business’ or ‘personal’ use) would seem to amount to communication relating to the business, if only in view of the personnel management issues that arise. 

These new regulations appear to give employers the right to monitor and record e-mails, telephone calls and internet interactions at work, almost without restriction and with no duty to consult or negotiate with trade unions or worker representatives. But other areas of law may also be relevant:

· Recorded information obtained through interception of communications is likely also to be covered by the Data Protection Act 1998, and processing of the information must comply with the Act. The rules on processing ‘sensitive personal data’ (which might include the record of a telephone call from or to a medical adviser) are particularly strict. 


· Surveillance other than interception of communications may also be caught by the Data Protection Act 1998 – for example where records of video recordings or performance monitoring are kept. In October 2000, the Data Protection Commissioner issued a draft Code of Practice on the use of personal data in employment relationships. The draft Code is issued in accordance with the Commissioner’s powers under the Data Protection Act 1998, and would be taken into account in her decisions on issuing enforcement notices against employers under that Act. The section of the draft Code on employee monitoring provides a more favourable framework for workers and unions than that established by the IC Regs. One of the recommendations is that trade unions should be consulted on proposed monitoring of employees. 

· In addition, the implied contractual duty of mutual trust and confidence arguably applies, so that if employers are undertaking constant monitoring activities this may be a breach, entitling a worker in theory to resign and claim damages. Equally, workers could be in breach of this duty for abuse of employer systems, and possibly liable to be sacked for gross misconduct. 


· The Human Rights Act 1998 is likely to have an impact, because Article 8 of the European Convention on Human Rights provides for a right to respect for privacy, including respect for correspondence. So, for example, Article 8 could be used in unfair dismissal cases to help assess the reasonableness of an employer sacking a worker for sending an e-mail which is critical of a manager.


Case studies


In October 2000 the TUC and the Industrial Society conducted some survey work of unions and of employers. The results uncovered examples of both good and bad practice:

E-mail/telephone call/internet monitoring

One example clearly showed the problems that can arise if employers have no procedures governing monitoring:

On the other hand, most organisations addressing this issue are at least conscious of the need for workers to know where they stand, as shown by the following case study in our survey:

CCTV / video surveillance

Employment tribunals may often be suspicious of surveillance of workers:

However, good policies and procedures are always a better way forward, and help to build trust between workers and managers:

Performance checks / testing

Information on performance obtained through new technology can sometimes be less than accurate:

In contrast, even potentially controversial testing issues can be properly dealt with through good workplace policies
:


Guidelines and good practice for e-mail


The following guidelines for e-mail policies are intended as a starting-point only
. In an individual workplace, they would need to be put in context in the light of other relevant policies and arrangements, such as grievance and disciplinary procedures and union recognition agreements. They should be prefaced with a general statements of explanation and intent, for example that the aims of the guidance are to encourage responsible behaviour and good management practice and to safeguard worker privacy and autonomy.

POLICIES SHOULD:

· Remind users to keep passwords secure.

· Warn users that e-mails may be electronically scanned for obscene, indecent, and illegal remarks. 

· Warn users not to express themselves in a way that could be defamatory.

· Allow for occasional and reasonable personal use of e-mail, as long as this does not interfere with the performance of duties.

· Caution against users sending large attachments, especially graphics files.

· Remind users to check e-mail addresses carefully, and not to give out their e-mail address to any external sources who may not be trustworthy.

· Warn users not to send out confidential information over e-mail to inappropriate recipients.

· Cover procedures for users to check for viruses or to alert other users.

· Provide for union/worker involvement if the full content of e-mail messages is to be checked for a matter which could give rise to disciplinary proceedings.

· Give assurances that e-mail communications between union representatives and members will not be monitored or read by managers.

· Remind users that their e-mails may be checked by other users if they are unexpectedly absent or have gone on leave without making forwarding arrangements.

In addition, policies often provide guidance on e-mail etiquette – such as when e-mails rather than face-to-face contact are appropriate, how to avoid misunderstandings through language or tone of e-mails, and who should be copied into messages.

General principles for surveillance policies


All workplace policies and procedures which may raise surveillance issues should be assessed against the following five point checklist
:

1. Openness
Workers are entitled to know what forms of surveillance are being used and what they are being used for. Hidden surveillance or the use of the information it produces can destroy trust in the workplace.



2. Consent

If a worker is to be the subject of a particular form of monitoring, he or she should have specifically agreed to it, either through a clause in a contract or through a separate agreement.

3. Consultation

New forms of surveillance should not be introduced without meeting standards of procedural fairness. Informing or consulting with unions and/or workers is the most appropriate means of ensuring that surveillance policies are workable and fair.

4. Private spaces

Workers should not be in fear of or subject to constant surveillance. All workers should be guaranteed areas, means of communication and periods during the day in which they can be sure that they will not be monitored.

5. Proportionality

In accordance with principles of the European Convention on Human Rights, a fair balance should be struck between the purposes of surveillance and the protection of worker, privacy, dignity and autonomy. This means that surveillance should be (1) to meet a legitimate aim (2) necessary to meet that aim and (3) the least harmful means for workers of meeting that aim.

There is also increasing academic interest in the impact of work intensification through new technologies in workplaces such as call centres, and the health and safety issues that can arise for workers as a result. It may be that all e-mail and other policies should address this aspect as well
. 

The way forward


A uncertain legal framework on surveillance which fails to balance employer and worker concerns and which cannot take account of individual workplace circumstances cannot in the best interests of either employers or workers. A full review of the current legal position is urgently needed. In the meantime, the sensible solution for everyone concerned is to concentrate on agreeing good workplace policies governing surveillance issues.
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A college secretary was subjected to extensive monitoring and surveillance by a manager. The college had no policy on surveillance and monitoring of e-mails, telephone calls or internet use. The surveillance she suffered included investigations into her e-mail use, and logging of length of her telephone calls and the number of calls received and made. Individuals to whom she had made calls were rung to check what the call was about and who they were. Her internet use was also monitored. The secretary lodged a grievance alleging harassment, and the case is now the subject of a legal challenge. 





A workplace policy states clearly that all e-mails stored on its system belong to the company but that individuals’ privacy will be respected. However, e-mails that are strictly private should not be received or sent on the company equipment. Where a manager asks the Information Technology Department to see the contents of an individual mailbox, that individual will be notified. Union e-mails should be labelled ‘union’ to ensure privacy.








A maintenance engineer with 17 years service was sick for a period of one week. On his return to work he was suspended. He was told by his employers that they did not accept he had been sick. They had gathered video evidence of his activities during the time he was absent. The ‘evidence’ consisted of video footage of the engineer going to the doctor and to the chemist, and taking his son to school. He argued that these activities were not incompatible with him being off work on sick leave, but he was sacked for gross misconduct. He subsequently won an unfair dismissal case, with the tribunal finding that the employers behaviour was not reasonable.





A company and a union agreed procedures on CCTV use in a sawmill factory. The company undertakings included an assurance that tapes would only be used for security reasons to prevent break-ins. The monitor which could otherwise be constantly watched would be switched off during working hours. The tape would record activity, but any incidents would be viewed by union representatives and management jointly. Only material on the tape relevant to the item being investigated would be reviewed.








A group of individuals were accused of not following proper procedures when selling equipment over the telephone. The basis of this accusation was that computer generated statistics indicated a high incidence of hanging–up on customers. It was only following prolonged and sustained interrogation of the evidence that management finally accepted that this information was generated as a result of a system error or malfunction rather than the inappropriate activity of their employees.








Many bus industry employers have adopted nationally and locally agreed drugs and alcohol testing policies in full consultation and negotiation with unions. The policies allow for random checks but include safeguards such as repeat tests, rehabilitation guarantees for staff with drug and alcohol problems, and self-disclosure arrangements giving workers the opportunity (within reason) to go home without penalty ‘the morning after’ if they think they are still over the limit. 











� See Industrial Relations Services, Employment Trends, October 2000, at p.4


� For example, as recently reported to the TUC by a UNIFI (banking and finance union) representative with members in call centres.


� s. 1 Regulation of Investigatory Powers Act 2000 (‘RIP Act’)


� s.3 RIP Act.


� An example of a less enlightened approach is provided by the draft Prison Service drugs and alcohol testing policy, criticised by the National Association of Probation Officers and legal experts, see People Management, 12 October 2000 at p.8.


� Source material for guidelines includes Code of Practice of the Housing Corporation


� Adapted from ‘draft Code of Practice on Surveillance of Workers’, Michael Ford, Institute of Employment Rights, May 2000


� See for example,‘It’s been a hard day’s night, but why? An explanation of work intensification in Britain, Francis Green, University of Kent, 2000
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