[image: image1.wmf]
[image: image2.png]e centre«




The Legal Advisory Group

Submission by e centreUK Legal Advisory Group on DTI Consultation Paper
 on Draft Lawful Business Practice Regulations under the Regulation of Investigatory Powers Act 2000

As a member of the Alliance for Electronic Business (AEB)
, e centreUK associates itself with the submissions made by the AEB in response to this Consultation.  In this paper, the e centreUK Legal Advisory Group comments in more detail on selected aspects of the draft Regulations and the Consultation Paper

Q1 Bearing in mind the constraints of the Directive, do you agree with the scope of the Regulations?

1. We comment below on whether the Directive in fact imposes any constraints on the scope of the Regulations as they apply to private networks.  

Scope of the Regulations

2. Generally, the Regulations will impact on the broad span of electronic communications including Internet, voicemail and e-mail, as well as on traditional voice telephony.  We do not believe that the draft Regulations in their current form are appropriate for Internet, voicemail and e-mail.  The Regulations fail to take into account a fundamental distinction between voice telephony on the one hand, and Internet, voicemail and e-mail communications on the other.

3. The distinction arises because an electronic communication such as voicemail or e-mail is itself a recording. The sender knows that a recording of the communication is automatically made and stored as an inherent feature of the communication method itself.  The legitimate privacy expectations (if any) of someone who communicates with a business organisation using such a method are the same as those of someone who sends a paper letter to the business in the post.  S/he puts a record of the communication into the hands of the business and must be taken to expect that record to be available to the business as a whole.  The expectations are different from those of someone who uses an ephemeral form of communication (such as voice telephony) in which exceptional steps have to be taken to create a recording of the communication.  The fact that a paper letter is marked for the attention of a particular person within the organisation, or that an e-mail is sent to a particular person’s mailbox, does not affect the distinction.  The same analogies apply to communications sent out from a business organisation.  The sender of the communication must be taken to expect it to be available to others within his/her organisation.

4. So-called ‘interception’ by accessing an inherently and automatically created record of an electronic communication on a business’s own network is therefore different in kind from taking deliberate steps to record an otherwise ephemeral communication such as a telephone call. 

5. The draftsman of the Regulations appears to have had primarily in mind the monitoring and recording of ephemeral communications, typically voice telephone calls, that the sender might not ordinarily expect to be recorded or stored
.  Thus the Regulations envisage a scenario whereby the person intercepting creates a separate record of the communication, which is held by someone other than the participants.  The Regulations mandate that the record should only be created in specific circumstances and for purposes (such as compliance) at one remove from the day to day conduct of the business.  So the Regulations would not allow interception for the purposes of the day-to-day conduct of the business.

6. That approach (even if justified for voice telephone calls) breaks down when applied to distributed, self-recording communications such as voicemail and e-mail. Although addressed to an individual, and stored in an individual employee’s mailbox, the self-recording electronic communication such as voicemail or e-mail is in fact part of the everyday business correspondence of the company, just like incoming post.  The employer may legitimately wish to access the record in the mailbox not for compliance or audit purposes at one remove from the everyday business, but for the purpose of carrying on the day-to-day business itself.  If managers (or the employee’s work colleagues) cannot do this, the interests of the business will be significantly damaged. 

7. The draft Regulations take no account of this.  They envisage that all recording is to be ‘special circumstances’ recording for compliance, audit and such purposes.  The Regulations as drafted cannot be applied to voicemail and e-mail with any sensible result.

8. We also note that Article 8 of the European Convention on Human Rights secures (subject to limited qualifications) the right ‘to respect for  … correspondence’. It must be open to serious question whether Regulations that would deny or encroach upon the right of a business to access its own correspondence would satisfy that requirement. 
9. It is essential that for methods of communication such as voicemail and e-mail, the person ‘intercepting’ be permitted to intercept generally for purposes connected with the conduct of a business carried on by him, so as to put the person in the same position as with incoming and outgoing postal communications.  

10. We should also draw attention to the fact that it will not be practical to draw a distinction between personal and business communications on the business’s network.  It would not be sufficient to permit a business general access to ‘business-only’ communications.  Only by accessing and then listening to or reading a voicemail or e-mail can a business determine whether a communication is a business or personal communication.  That in itself involves an act of ‘interception’ which needs to have lawful authority.

11. If the Regulations themselves do not authorize access by an employer to an employee’s e-mail or voicemail box for ordinary business purposes, we have considered whether apart from the Regulations it might be otherwise permitted under the Act, for instance under the ‘lawful authority through consent’ provisions.  However, in spite of detailed consideration we have been unable to reach any conclusions that in our view would provide sufficient certainty and comfort to business.

12. We have considered, for instance, the circumstances in which consent of both sender and recipient might be implied for the purposes of Section 3(1)(a) of the Act.  However, we have not been able to find any sufficiently convincing arguments that would apply satisfactorily to incoming, outgoing and internal communications.  Nor have we been able to find sufficiently convincing grounds for interpreting ‘sender’ and ‘recipient’ in the Act so as to mean corporate senders and recipients.  In any event, all such arguments (even if tenable) would still leave the business in the position that it risks committing an actionable tort in accessing a mailbox, since the company could not know until after it had listened to each voicemail/e-mail whether the circumstances surrounding each communication were such that it was entitled to read it. 

13. The Regulations should be drafted so as to provide businesses with broad general authority, and should not put businesses in a position where they can only know after accessing an electronic communication whether they were entitled to access it. We note that the Consultation Paper does not suggest that the Directive applies to internal communications. So even on the DTI’s view of the effect of the Directive, it does not constrain the scope of Regulations in respect of internal communications. 

Would the Directive and the Act permit more liberal Regulations to be implemented?
14. The proposal that broadly liberal Regulations be implemented should not, for private telecommunications networks as defined under the Act, offend against Article 5 of the Telecommunications Data Protection Directive since (contrary to the suggestion in the Consultation Paper) the Directive does not include networks unless they are used for the provision of public telecommunications services.  The fact that a private network is directly or indirectly attached to a public network, so that communications may pass between the public network and the private network, does not of itself satisfy that definition. Nor does it mean that a communication, while it is within a private network, is a communication by means of a public network, even if it previously or subsequently travels over a public network.

15. Any concerns about inappropriate use of personal data in voicemail and e-mail can adequately be dealt with under the Data Protection Act 1998, under which the Data Protection Commissioner will shortly be issuing for consultation a Code of Practice for use of employee data.  The appropriateness of the Data Protection Act for this purpose is emphasized by Recital (11) of the Telecommunications Data Protection Directive, which states: 

'for all matters concerning protection of fundamental rights and freedoms, which are not specifically covered by this Directive, including the obligations on the controller and the rights of individuals, Directive 95/46/EC [the Data Protection Directive] applies; whereas Directive 95/46/EC applies to non-publicly available telecommunications services;'.

16. As to the enabling powers of the Act itself, interception that would otherwise be actionable under section 1(3) of the Act is exempt if it has lawful authority.  Interception has lawful authority (so far as relevant for this discussion) in two situations.

17. First, it has lawful authority if the interception has, or the person intercepting has reasonable grounds for believing it has, the consent of both the sender and the intended recipient of the communication. Second, interception has lawful authority if it is authorised by regulations made by the Secretary of State under Section 4(2).  The Secretary of State may, under Section 4(2): 

“by regulations authorize such conduct described in the regulations as appears to him to constitute a legitimate practice reasonably required for the purpose, in connection with the carrying on of any business, of monitoring or keeping a record of

(a) communications by means of which transactions are entered into in the course of that business; or 

(b) other communications relating to that business or taking place in the course of its being carried on.”

18. This power is wider than suggested by the DTI in para 11 of the Consultation Paper, where the DTI suggests that the power is limited to making Regulations for ‘certain evidentiary purposes’.  The power in fact extends to ‘monitoring or keeping a record’ (our emphasis).  It does not on the face of it restrict in any way the purposes for which monitoring, or indeed keeping a record, may be carried out.  There is certainly no mention of evidentiary purposes in the relevant provisions of the Act.

Q 7 & 8  Regulatory Impact

19. We note that in its Regulatory Assessment, the DTI states:

“These regulations will impact primarily on large organizations in the financial services and information industries and on companies that operate large call-centres.  Small to medium sized companies are less likely to operate procedures whereby communications are intercepted and recorded on a regular basis”.

20. We are concerned that this comment displays a misunderstanding of the scope and effect of the Act and of these draft Regulations.  They will impact on every company that uses voicemail and e-mail.

21. Consider the following scenario.

Employee absent from office, e.g. holiday, sickness.  Employer or a colleague wishes to access employee’s voicemail or e-mail box to check what messages have been left in his absence.  The purpose of checking the mailbox is to check current status of company business on which he is engaged.  Note: (a) the messages cannot be checked without listening to them or reading them (b) there may be a mixture of business and personal messages.  

22. The act of the employer in accessing the employee’s mailbox is an interception of the communication sent by the caller to the employee (see RIP Act S2(7)), extending the meaning of in ‘the course of transmission’ to communications received and stored in mailboxes and the like).

23. The purpose for which the employer wishes to intercept the communication (checking the status of company business on which the employee is engaged) does not fall within any of the exceptions proposed in the draft Regulations.  Even if the employer discovers information involving things that could potentially fall within paragraphs 3(i)(a) of the draft Regulations (e.g. crime or non-compliance with procedures)), the interception is still unlawful, because discovery of the evidence of wrongdoing or non-compliance was the incidental result of accessing the mailbox for a purpose outside the scope of the draft Regulations.  Nothing in the draft Regulations retrospectively validates such interception, even if it reveals evidence of wrongdoing or even crime.

24. The result of this is absurd.  An incoming posted letter or printed-out fax, addressed to an individual employee of the company, may be read by the employer.  Yet if the sender leaves a voicemail in the employee’s voicemail box, or sends an e-mail to the employee, the employer cannot listen to or read them without risking being sued under the RIP Act.

25. The only alternative is for a company to try to put in place procedures to obtain express consent to interception from persons who leave voicemail, or send e-mail or other self-recording forms of communication.  

26. The burden that this would place on business (even if it were technically possible) is immense.  Every voicemail system in the country would have to be reconfigured or reprogrammed, to warn callers before they leave a voicemail that the message may be read by other people in the organisation.  And that assumes that someone who proceeds to leave a message after receiving the warning will be taken to have consented.  If positive assent is required, then we wonder how many common or garden voicemail systems are capable of being configured to incorporate positive consent processes (e.g. by pressing a keypad number) without obtaining amendments to the voicemail software from the system supplier
.  

27. As for e-mail and other Internet communications, we are unable to conceive of any satisfactory or acceptable process for obtaining consent from, or providing a meaningful warning to, senders of incoming e-mail, or (if required) for obtaining consent from external recipients of outgoing e-mail.  

Drafting of the Regulations

Paragraph 3(1)

28. We note that no definition is given of ‘in the course of its transmission by means of a telecommunication system’.  Clearly this should correspond to the definition in the main legislation, including the extended definition in Section 2(7) which applies the definition to communications received and stored in mailboxes

Paragraph 3 generally

29. Assuming that the points that we have discussed above concerning general access to e-mail boxes, voicemail boxes, Internet and other self-storing electronic communications can be catered for, the question still remains whether the draft Regulations are appropriate for practices that could be regarded as analogous to the recording of telephone calls.  These could include (depending on the policy of the business).

· Screening incoming and outgoing traffic for viruses, inappropriate types of attachments (executable scripts, video), hacker attacks and so on. 

· Screening incoming and outgoing traffic for prohibited uses, such as personal e-mail

· Screening for inappropriate language

· Diverting some or all traffic to create separate copies in a central repository for general record or compliance purposes

30. We assume that the Regulations intend to authorise at least some of these types of activities under the paragraph 3(1)(a), although we are far from convinced that all these legitimate activities will be covered. We are concerned about two aspects:

· 1.
The list under the Regulations is quite restrictive.  For instance, while it permits monitoring or recording for the purpose of preventing or detecting crime, it does not permit this for the purposes of preventing or detecting acts that could give rise to civil or other liability.  Since the range of legitimate reasons for which businesses may want to monitor their networks is likely to be very great, and in this fast-changing environment new reasons may appear very quickly, we suggest that the Regulations should as far as possible be generally permissive, identifying and excluding only those practices which are thought to be undesirable.

· 2.
Paragraph 3(2) makes the permitted practices subject to informing every person ‘to whom or by whom’ the communication is made that it will or may be intercepted.  For certain purposes, e.g. investigation of fraud or other crime, that condition may be wholly inappropriate even if it were possible to comply with.  In any event, in the case at least of Internet and e-mail communications the requirement to inform both parties to the communication (including external senders or recipients) is literally impossible to comply with.

Author: Graham Smith of Bird & Bird, for the e centreUK Legal Advisory Group
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�     	DTI Public Consultation Exercise 1 - 25 August 2000,  www.dti.gov.uk/cii/lbpcondoc.htm.


� 	The Alliance for Electronic Business comprises of 5 Business Associations: Confederation of British Industry, Computing Services and Software Association, Direct Marketing Association, e centreUK and Federation of the Electronics Industry.


�	There is evidence, from the frequent references to ‘caller’ in the consultation paper as well as the regulatory impact assessment discussed below, that the draft regulations appear to have been drafted chiefly with voice telephony in mind. 


�     	The time allowed by this consultation to do this before 24 October 2000 is, of course, ludicrously short.
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